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Abstract

Servicecompositionprovidesa e xible way to quidkly enable
new applicationfunctionalitiesusingcomponenservices.W\e fo-
cusonthescenariowhele next geneation portal providers “com-
pose”theserviceof otherproviders. We havedevelopedan archi-
tecture basedon an overlay networkof serviceclustes to provide
failure-resilientcompositionof servicesacrossthe wide-aea In-
ternet: our algorithmsdetectand recover quickly fromfailuresin
composedlientsessions.

In this paper we presentan evaluation of our architectue
whoseoverarching goal is quick recovery of client sessionsThe
evaluation of an Internet-scalesystemlike ours is challenging
Simulationgdo notcaptuee true workloadconditionsandInternet-
wide deploymentsre ofteninfeasible We havedevelopedan em-
ulation platform for our evaluation— onethat allows a realistic
and contolled designstudy Our experimentsshowthe effective-
nessof our recovery metanisms:over 90% of the client sessions
are restoed within 1secafter failure detectionin Internetpaths.
We collecttrace data to showthat failure detectionitself can be
tight on wide-aea Internetpaths— within about2sec.Failure de-
tectionandrecorerywithin thesetime boundsrepresentsa signi -
cantimprovemenbverexistingInternetpathrecorerymedanisms
that take several tensof secondgo a few minutes[12]. Further
more, the contmol overheadnvolvedin implementingur recovery
medanismis minimal in termsof networkas well as processor
resouces;minimaladditional provisioningis requiredfor this.

Keywords: Network emulation, Service composition, Overlay
networks, Failure detection Sessiorrecorery

1 Intr oduction

Valueaddedservicesandcontentprovisioningwill bethedriv-
ing force behindthe developmentanddeploymentof future com-
municationnetworks. It is importantto enablequick and e xible
developmenbf endapplicationfunctionality Compositionof ser
vicesfrom independentomponentsffersa e xible wayto enable
new applicationfunctionalities.Consideffor instanceauserwith a
nev wirelessthin clientroamingto aforeignnetwork. Shewishes
to access local news/weathervideo service. A portal provider
enableghis by composingthe video servicewith an appropriate

transcodeto adapthe contentf thevideoto thethin client's ca-

pabilities(Fig. 1). Further shewishesto accesfieremailfrom her

homeprovider on her cell-phonewhile sheis on the move. The

portal provider enablesthis by composinga third-party text-to-

speectronversionengine with the users emailrepository Com-

positionof complex servicesirom primitive componentenables
quick developmentof new applicationfunctionality throughthe

reuseof the component$or multiple compositions.

In acomposedervice,a setof componenservicesarestrung
together we call this a service-leel path

Compositionby itself is not a novel idea. However, thereare
critical challengego beaddresseth the context of composingn-
dependentomponentsacrossmultiple serviceproviders. In our
example thetranscodingserviceandthe news/weathevideo ser
vice could belongto different providers. Providersdeply and
managemultiple instancef their servicesat differentpointsin
the network for load balancingandavailability reasons.The per
formanceof the composedserviceis critically dependenbn the
choiceof instance$or composition.Thisis morechallenginghan
traditionalweb-serer selectionsincewe have to choosea setof
serviceinstanceswith adequatenetwork performancealongthe
entirepath. Thesechoiceshave to bedynamic,andon a perclient
basis takinginto accountheclient's positionin the network.

A secondchallengeis that of availability. Sinceservicesare
deployed by multiple providers, a service-l@el path could span
multiple network domains(Fig. 1). This hasimplicationson the
availability of the composedservice. Recentresearcthasshavn
thatinter-domaininternetpathavailability is very poor[13], and
that Internetroute recovery cantake of the order of a few min-
utes[12]. Sincemultimediasessionsouldlastfor severalminutes
to hours,it is importantto addressetwork failuresduring a ses-
sion. Suchrecovery hasto be quidk for real-timeapplications We
wish to take advantageof the multiple replicasof the servicein-
stancesaanddynamicallychoosealternateserviceinstancesvhen
theoriginal service-leel pathexperiencesinoutagé (seethedot-
tedlinesin Fig. 1).

Quick restorationof service-leel pathsis challengingsince
thereare scalingimplicationswhena large numberof client ses-
sionshave to be restoredon a failure. Anotherchallengeis that

1We assumehat serviceshave only soft-state andno persistenstate.
Soft-statecanbe built up at an alternatesener without affecting the cor-
rectnes®f thesessionOurexampledall underthis catgory. Also seef1].
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Figure 1. Servicecompositionacrosghewide-arednternet

of failure detectionover the wide-areanternet. Thereis inherent
variability in delay loss-ratesandoutagedurations.A consera-
tive timeoutmechanisnto detectfailurescould meanlongerde-
tectiontimesin generalwhile amoreaggressie mechanismmay
triggerspuriouspathrestorations.

We have developedanarchitecturdor addressingheissuesof
performanceandavailability in service-l@el paths.In this paper
we presentan evaluationof our design. We speci cally look at
the issueof quick failure detectionand recovery for availability
of the service-leel path. A challengethat relatesto evaluation
of mechanismdor pathrecovery is the following. Simulations
arenotideal for capturingtrue processor/netark overheadses-
peciallyunderscale. However, creatingandmaintainingarealistic
researchestbedacrosshe wide-arealnternetwould be too cum-
bersomendexpensve. Also, with arealdeployment,acontrolled
designstudywould bedif cult dueto non-repeatabilityf experi-
mentalconditions.

In this paper we presentan evaluationof our path-receery
algorithmsusing an emulationplatform that we have developed.
The platform allows usto realisticallyimplementour algorithms,
while emulatingwide-arealnternetlateny andloss. The differ-
entinstance®f ourdistributedrecovery algorithmrun onmultiple
machinef a clusterwithin our testbed.Unlike a simulation,the
emulationcanrunin real-time handlingthecontroltrafc of thou-
sandf clientsessionsandunlike a realdeployment,thetestbed
itself, andthe experimentakonditionsareunderour control.

Ourexperimentshaw thatthecontroloverheadnvolvedin up-
datingthedistributedpathstateto effectrestoratioris manageable,
bothin termsof network resourcesswell asprocessoresources.
This allows the systemto scalewell with anincreasingnumber
of simultaneouglient sessions.In our implementationa single
machine(Pentium-111500MHz) can easily handlethe distributed
pathstateassociatedvith about400-500simultaneouglient ses-
sions. (Beyond this, we run into bottlenecksin our emulation
setup). This amountsto little additionalprovisioning, especially
whendealingwith heary-weight servicecomponentsuchasthe
videotranscodeor thetext-to-speeclenginein our example.

To analyzehow quickly failure detectioncanbe done,we col-
lecttrace-dataon Internetpathoutagesacrossgeographicallydis-
tributedhosts.Our analysisshavs thatfailuredetectioritself, over
the wide-areacanbe donequite aggressiely, within about2sec.
We usethe tracesto modellossesand outageson Internetpaths
andusethis to drive our emulation.We nd thatevenwith anag-
gressve failuredetectiontimeoutof 1.8secspuriouspathrestora-

tionshappeninfrequently— aboutonceanhour Sincethe control
overheads small, suchspuriousrestorationsarea small price to
payfor quick failuredetection.

Further underour trace-basednodeling of Internetoutages,
we nd thatrecovery of pathsafter failure detectioncanbe done
within 1secfor over 90% of the client sessionsSucha combina-
tion of quick detectionandrecovery, within a few small number
of secondswould be immenselyusefulfor the kinds of real-time
applicationgdescribedabove.

Thenext sectionpresent&noverview of ourarchitectureSec-
tion 3 describeghe emulationtestbed.Our evaluationof pathre-
covery mechanismss in Section4. We discussrelatedwork in
Section5 andconcludein Section6.

2 DesignOverview

In this sectionwe present brief walk-throughof ourarchitec-
ture, highlighting the main designpointsto establishthe context
for the performanceevaluation. The goal of our architecturds to
enableperformancesensitve service-leel pathcreation,andpath
recovery uponfailure detection.Theideabehindpathrecovery is
to usean alternatelnternetpath, muchasin [4, 5]. The motiva-
tion for thisis thatnetwork-level failurescanhappemuite often—
studiesshav thatinter-domaininternetpathscanhave availability
aslow as95%][13]. And whensuchfailuresdo happenthey can
lastfor severalminutes[12].

The choice of serviceinstancesfor service-leel path cre-
ation/recwery is somavhatlike web-mirrorselectionput is more
complicated sincein general,we may needto selecta setof in-
stancedor aclient session Further unlike traditionalweb-serer
selectionmechanismsglient sessionsn our scenariocould last
for alongtime, andit is desirableto provide mechanism$or path
recovery usingalternateserviceinstancesluring a session.

A hop-by-hopapproachwhere eachleg of the pathis con-
structedindependentlycouldresultin sub-optimalpaths— a good
choiceof the rst leg of thepathcouldmeanapoorchoicefor the
secondeg.

Motivated by the notion of a service-leel path, we think in
termsof a service-l@el overlay network Our architectureor op-
timal androbustservicecompositioris depictedn Fig. 2. Wehave
threeplanesof operation:atthelowestlayeris the hardwareplat-
form consistingof computeclustersdeplo/edat multiple pointson
the Internet. This constituteshe middle-ware platform on which
serviceproviders deplgy services. Providers could deploy their



own serviceclusters,or could usethird party providers' clusters.
We de ne alogical overlay network on top of this, by meansof

peeringrelationshipsetweerpairsof clusters.This supportshe
compositionof servicesacrosshe clusters,aswell asmonitoring
the network path in-between for livenessaswell asfor perfor

mancemetricssuchaslateng, bandwidth,etc. At the top level,

we have composedservices— service-leel pathsare formed as
pathsin the overlay graph. An exampleservice-leel pathfrom a
sourceto adestinationthroughservicesS1andS2is shavn in the
gure. Note thatwe alsoallow for “no-op” servicesin-between
that simply provide connectiity, anddo not addary application
functionality
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Figure 2. Architecture

The overlay network provides the context for exchangeof
performancanformationto create“optimal” service-l@el paths.
Also, redundang in the overlay network allows usto de ne alter
nateservice-leel pathsfor recovering from failures— the dotted
linesbetweenmA andB in Fig. 2. Theuseof clustersamortizeghe
monitoringoverheadacrossall client pathsessiongoingthrough
both peeringserviceclusters. In eachcluster a clustermanaer
(CM) is responsibldor implementingour algorithmsfor service-
level pathcreationandrecovery. The softwarearchitectureat the
CM, aswell asotherrequisitefunctionalities areshovn in Fig. 3.
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Figure 3. SoftwareArchitecture

A service-l@el pathentersandexits our overlay network aten-
try/exit points(pointsA andB in Fig. 2). For aparticularend-point
outsidetheoverlaynetwork, thechoiceof theclosesbverlaynode
could be madeusingpre-con guration,or somesimple selection
mechanismThe rst verticallayerin Fig. 3 captureghisfunction-
ality. Thenext functionalitywe separatés thatof service-location.
Thisis thesecondverticallayerin Fig. 3. Here,we justneeda list
of locationsof servicereplicas— somethinglike the list of mir-
rorsfor aweb-site.This caneitherbedistributedslownly acrosghe
overlaynodespr canberetrievedfrom acentral(replicateddirec-
tory. Therestof the functionalityin the gure residesn the CM
of eachoverlay-node(service-cluster).The CM implementsthe
mechanismgor inter-cluster, wide-areadistributed service-leel
pathcreationandrecovery. Thisis whatwe evaluatein this paper

Functionalities at the Cluster Manager (CM)

The functionality at the managernode is in three layers
(Fig. 3). The lowestlayer implementscommunicationbetween
peer service-clustersn the overlay network, including perfor
mancemeasuremerdndlivenesdracking. We have implemented
livenesstracking as a simple periodic two-way heart-beatex-
changewith a timeoutto signalfailure?. We have implemented
lateny asa performanceneasure- our architecturealsoallows
measuremerdnd exchangeof othermetricssuchasclusterload,
bandwidth,or othergenericmetrics.

At the next layer, global informationaboutlink performance
andlivenesss built usingalink-statealgorithmin the overlaynet-
work. We choosea link-stateapproactsincewe requireglobalin-
formationfor constrainegbathselection the constrainteingthat
the pathshouldhave a setof serviceonit, in a particularorder

The top layer implementsthe functionalitiesfor servicecom-
positionitself: initial creation,andrecorerywhenoverlaynetwork
failuresaredetectedWe describethesealgorithmsalongwith our
evaluationsin Sec.4. We note that service-leel pathshave an
explicit sessionsetupphase,andthereis connection-statat the
intermediatenodes. (For instance for a transcodesservice,this
switching stateincludesthe input datatype and sourcestream,
and the output datatype and next-hop destinationinformation).
This meanghat, unlike Internetrouting, failure informationneed
not propagateo the entire network for correctve measureso be
taken. We could have end-to-endpathrestoration®r performon-
demandocal-link recorery asin MPLS[8].

The messagingt the link-state and service-compositiomay-
ersareimplementecn top of a UDP-basednessagindayerthat
providesat-least-onceemanticasingre-transmits.

Potential bottlenecksand sourcesof overhead

Eachof the threelayerspresentedibose hasoverheads.Our
main goal is to quantify these,identify sourcesof bottlenecks,
and determinehow quickly we can effect service-leel pathre-
covery. At the service-compositiotayer, while the presenceof
connection-stat@er path makes quick failure recovery easier it
couldhave scalingimplicationssincea largenumberof clientses-
sionsmay have to be restoredon failure of anoverlaylink. Also,
during pathcreationor restoration,nding a paththrougha setof
intermediateserviceinstancesnvolvesagraphcomputatiorbased
on the information collectedby the link-statelayer This could
have memoryor CPU bottlenecks.The choiceof a link-stateal-
gorithmis goodfor gatheringglobalinformation. However, link-
statealgorithmsconsumemore network bandwidthdueto ood-
ing, andthis couldbe a potentialsourceof bottleneck At the low-
estlayer, failure detectionitself is a concernrwhenservice-cluster
peersmonitoringoneanotherareseparatedver thewide-aredn-
ternet. A conserative mechanisnto detectfailurescould mean
longerdetectiontimesin generalwhile a moreaggressie mech-
anismmaytrigger spuriouspathrestorations We now turn to de-
scribingour evaluationtestbedo studytheseoverheads.

3 Experimental testbed

Evaluationof anInternet-scalesystemlik e oursis challenging
since performancemetricssuchastime-to-receery from failure

2Weusea x edtimeout;we donotconsideramoresophisticatecidap-
tive timeoutmechanisnin this paper



andscalingwith the numberof clientsdependon Internetdynam-
ics. A large-scalewide-areaestbeds cumbersoméo setupand
maintain. Simulationsareinappropriatesincethey do notcapture
processingottlenecks.They alsodo not scalefor large numbers
of client sessionsWe have developeda network-emulatiomplat-

form for our experiments. We run a real implementationof the

algorithmsandmechanismspn multiple machinesn aclusteren-

vironment, but simply emulatethe wide-areanetwork character
istics betweenthe machines.This is donebelav the application.
Suchanemulation-baseglatformis provided by the Millennium

cluster(www.millennium.berleley.edu).
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Figure 4. Emulatorsetup

For e xibility, we have implementedur own emulationpaclet
modi er. Theimplementatiornis atuserlevel usingraw-IP soclets
andcanhandleUDP datagramsin our setup,we have all trafc
passthrougha single nodethat runssucha paclet modi er —we
call this machinethe emulator This testbedsettingis shovn in
Fig. 4. Eachemulationnodein our testbeds a 500MHz Pentium-
11l machinewith upto 3GB memory anda 500KB cache.Eachis
a2-way, or 4-way multi-processqrandrunsLinux 2.4. (Notethat
this emulationclusteris quite differentfrom the service-clusters
in our architectureln fact,eachnodein our emulationsetuprep-
resentsa clustermanagef a service-clusterieerlay-noden our
architecture,and runs the software shavn in Fig. 3). We have
a real implementatiorof the algorithms— the codeis nally re-
linked with alibrary thatredirectspacletsvia the emulatornode.
The emulator besidesactingasa router hasrulesfor capturing
the behaior of eachoverlay link betweerpairsof overlay nodes
(Fig.4). In ourarchitecturetheactualapplicationdatatraf c does
not passthroughthe CM. And hencein our emulationtoo, we
only capturethe control-trafc betweenthe CMs. We have mod-
eleddelay/lateng behaior betweeroverlaynodesaswell asthe
frequeng anddurationof failuresof the overlaylink. The actual
settingdor thesepaclet handlingrules,andthechoiceof theover
lay topologyitself, arepresentedn Sec.4.1.

Tablel presents brief characterizatioof our emulatorsetup.
The emulatoris setupon a Pentium-41500MHz machinewith
256MB memory and256KB cache runningLinux 2.4.2-2. 1t is
ona100Mbpsnetwork. We have traf ¢ passinghroughthe emu-
lator ata constanpacletrate,with all pacletsbeingthe samesize.
Theemulator res arandomlypickedrule for eachpaclet. In this
setupwe measurehe percentagef pacletslost attheemulator

In Tablel, thescalinglimits of theemulatorarereachedn both
dimensions- at large paclet sizesand at high paclet rates. We
notethatthe emulatorperformsquite well for up to a paclet rate
of 20,000pkts/secfor pkt sizesbelonv 500bytes.This constitutes
about , whichis closeto theethernet

| | 10,000/sec] 15,000/sec] 20,000/sec| 25,000/sec|

250B 0.000 0.020 0.005 23.9
500B 0.010 0.020 0.185 20.4
800B 0.86 8.72 29.24 44.1
1100B 1.63 36.14 49.75 64.71
1400B 36.36 50.65 65.48 68.95

Table 1. % pacletslost by theemulator

limit in our setup. We shall refer backto thesenumberdaterto
verify thatin our experiments,we do not exceedtheselimits of
operationof theemulator

4 Evaluation

In this section,we turn to the evaluation of our system. In
our setof experimentswe considerseveral metrics: (a) the time
to recovery of client pathsessionsafter failure detection,(b) the
time to detectionof failuresin Internetpaths,(c) the additional
control overheaddueto spuriouspathrestorationsand(d) other
memory CPU,andnetwork overheadsn our softwarearchitecture
(Fig. 3). We studyclient sessiorrecovery time asa function of
the numberof client sessiongload) at eachCM. We analyzetwo
differentrecovery algorithmsin Sec.4.2 and Sec.4.3. For these
setof experimentswe userealisticmodelingof Internetdelay but
usecontrolledlink failures. We thenturn to a trace-basedtudy
of Internetpath failure behaior in Sec.4.4, andlook at failure
detection.Usingthistracedata,we studythetimeto pathrecovery
underrealisticInternetfailure patternsn Sec.4.5. This allows us
to examinespuriouspathrestorations.Finally, we look at other
source®f overheadn our systemn Sec.4.6.

4.1 Parameter settingsfor the experiments

Before presentingour experimentswe explain two important
parametesettingdn this subsectiontheoverlaytopology andthe
natureof performanceariationof thelinks in theoverlaynetwork.
The Overlay Network Topology

We usethe following procedureto generatethe overlay net-
work. We rst generatean underlying physical networkwith a
Transit-Stultopology This graphhasatotal of 6,510nodeswith
14 transit ASes, eachwith 15 nodes, 10 stub-ASesper transit-
node,and 3 nodesper stub-AS[19]. This topologyis generated
usingthe GT-ITM package We thenselecta randomsubsebf N
nodesfrom this physicalnetwork to generatean N-nodeoverlay
topology Next, we examinepairsof overlay nodesin the order
of their closenessnd decideto form peeringrelationsbetween
these. Thesepeeringrelationscorrespondo overlay links in our
architecturgFig. 2). Overlaylinks arethusequialentto physical
paths In this processof peering,we imposethe constraintthat
no physicallink is sharedby two overlay links. (Although this
could theoreticallyresultin a disconnectedverlay topology for
thegraphthatwe usedthe nal overlaynetwork wasconnected).
Overlay Network Parameters

To studyour mechanisméor service-leel pathcreationadap-
tation,andrecovery, we vary two network parameterslateng, and
occurrenceof failures(paclet dropsare modeledsimply asshort
failures).We usethesetwo parameterso capturethe effect of In-
ternetcross-trat in our emulations. Eachrule at the emulator
involvesthesetwo parameters Our mechanismdor pathchoice
optimizethe metricof pathlateng from entryto exit.



Latency Variation: To modelthis, we useresultsfrom astudy
of round-trip-time(RTT) behaior on the Internet[2]. We malke
useof two results:(1) Signi cant changegde ned asover 10ms)
in averageRTT, measureaver 1 minuteintenalsoccuronly once
in about52min. This value of 52min is averagedover all host-
pairs. (2) Theaveragerun lengthof RTT, within a jitter of 10ms,
is 110secondacrossall host-pairs.The rst resultsaysthatsus-
tainedchangesn RTT occurslowly, andthesecondesultsaysthat
thejitter valueis quitesmallfor periodsof theorderof 1-2minutes.

We usetheseasfollows. The costsof edgesof the network
areasgeneratedy the GT-ITM package.For the overlay links,
the costis simply the addition of the physical path betweenthe
overlay nodes.This costis however, only relative. We normalize
this by settingthe maximumoverlay link costof 100ms- this is
the one-way cost. We thusget a base-aluefor the lateny in an
overlay link. Given a base-alue for the lateng, we vary the
latengy between and . Suchavariationof overlaylink cost
givesa maximumone-vay lateng of , anda
maxRTT of up to . We imposethe constraint
that signi cant sustainecchangeshappenoncein an “epoch” of
length 52min (usingresult(1)). Also, to have somevariability,
we seta value of 15min for this epochfor 10% of the overlay
links, and100minfor anotherl0% (therest80%have the valueof
52min). Within anepochof RTT value, 1min averagesarevaried
within 10ms(in accordancavith (1)). And within a minute jitter
is within 10ms(in accordancevith (2)).

In our modelingof lateng variation,we do not include occa-
sional,isolatedRTT spikesthatdo happer2]. Insteadwe model
RTT spikesalsoasloss-periodsé4ilures,whichis worsethanRTT
spikes. Althoughthe studywe have usedis someavhatold, it is ex-
tensve. Also, our own UDP-basedxperimentsn Sec.4.4 agree
in spirit with obsenation (2) above — in our experimentswe ob-
sene thatoutageperiodslastingbeyond 1-2secarevery rare.

Occurrenceof failur es: For theinitial setof experimentswe
fail graphlinks in a controlledfashion.Wethenusedatrace-based
emulationof network failures. We postponea discussiorof this
emulationto Sec.4.4.

4.2 Timeto path recovery: end-to-endrecovery

The Algorithm

We rst considera avor of pathrecovery that we term end-
to-endrecovery. Referringbackto Fig. 2, considerthe failure
betweenservicesS1 and S2. In end-to-endrecovery, two steps
areinvolved. The downstreamnode(S2) detectsthe failure, and
passesheinformationto the exit overlaynode(B). The exit node
theninitiatesa new path computationwhich resultsin the path
throughS1' andS2' (dottedlinesatthebottomof the gure). The
pathcomputationis a graphalgorithm. The metric of distancen
our implementationis edge-lateng which is additve. The well
known algorithmfor min-costpath computationover an additve
metricis the Dijkstra's algorithm.We cannotapplythis algorithm
directly, sincein our casethe path hasconstraintsthat it hasto
passthrougha given setof services.We have developedandim-
plementedageneric -stagemodi cation to Dijkstra's algo-
rithm —this givesthe shortest'constrained”path,whenwe need
intermediateservices.

This path computationis done by the exit nodeduring path
creationaswell as end-to-endpathrecovery. (During path cre-

ation, theclient sendsts requesfor pathcreationto the exit node
directly). After pathcomputationtheexit nodesendsontrolmes-
sagesupstream’to setupthe original or recovery path. The mes-
sagingfor pathcreationandfailure recovery for eachclient path
sessioris doneindependently Also, asmentionedin Sec.2, all

the computationsndcontrolmessaginglescribedabove aredone
attheclustermanagenf eachoverlay node.Hencein our discus-
sionbelow, unlessanentionedtherwisewe usetheterms‘cluster

manager’and“overlay-node”interchangeably the clusterman-
ageris theoneattheoverlayclusternode.

Experiments

Therearetwo componentso theabove algorithm: pathcompu-
tation,andthedistributedmessagingHere,we studythelatencies
in thedistributedmessagingequiredto effectend-to-endecovery
(pathcomputatioris evaluatedn Sec.4.6). In particular we study
theeffectof scalingthesystemwith respecto thenumberof client
pathsessionsWe captureour metric of time-to-receery of client
sessiongsafunctionof thenumberof client sessionshat“termi-
nate”at eachoverlay node- thatis, the numberof client sessions
for whichtheoverlaynodeis theexit node andhencets CM is re-
sponsibleor pathcreationandrecovery for thatsessionNotethat
the numberof client pathsessiongassinghrough(asopposedo
terminatingat) an overlay nodewill be highersinceeachclient
pathpasseshroughmary overlaynodes.In therestof thediscus-
sion,we referto the numberof client sessionserminatingateach
overlaynodeastheload L onit (orits CM).

In this setof experiments we usea 20-nodeoverlay network
generatedas describedearlier This graphhas54 edges. There
areatotal of ten differentservices gachwith two replicasin the
overlay network. Eachclient pathsessionnvolvestwo different
servicesrom amongthese.Note thatalthoughwe have only two
logical servicesthe pathcould stretchacrosamary moreoverlay
nodesyia theno-opservices.

Acrosstheruns,we vary theload L from 25 to 500 pathsper
CM, with equalload at all the 20 CMs. For a givenload,we rst
establistall the paths(total#paths= #pathgerminatingata CM
20CMs). Thepairof servicedor eachof theclient pathsis chosen
at random. We thendeterministicallyfail thelink in the overlay
network with the maximummumberof client sessionsraversingit
—theworstcasein a single-link failure. We concludethe experi-
mentshortly after all the failed pathshave beenrecorered(a few
seconds).We then computethe time to recovery, averagedover
all the pathsthatfailed andwererecovered. Fig. 5(a) shavs this
averagemetric plottedagainstthe load aswe de ned above. The
errorbarsindicatethe standardieviation.

There are several things we note aboutthe plot. Firstly, the
averagetime to recovery remainslow, belov 600mseven for a
loadof upto 500pathsperclustermanagerSecondlythis average
increaseonly slowvly asthe load increases- this suggestshat
the systemhasnot reachedts saturationpoint yet. Thirdly, the
varianceof the time-to-receery acrossall failed pathsis large at
highload. To explain this, we plot anothemgraph.

Fig. 5(b) shawvs the CDF of the time-to-rec@ery of the failed
pathsfor differentvaluesof theload. We seethatthe majority of
the pathsrecovery well within 1sec,anda small fraction of the
pathstake over 1secto recover (noticethe at regionin the CDF).
This is dueto the following reason. The path recorery control
messagearetransmittecusingthe reliable UDP messagindayer
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of Fig. 3. Thislayerimplementsare-transmitafterlsecif thereis
noreplytothe rst paclet’. Suchare-transmibccursfor the path
recovery control messagesincethe rst control messages lost,
athigherload. A certainfractionof the pathsbeingrecoveredthus
experiencesigni cantly higherrecosery time than others. This
explainsthe high varianceathigh load,in Fig. 5(a).

Therearetwo reasonsvhy pacletlossesanoccur: (1) excess
loadin processinghe pathrecorery messageat the CMs, or (2)
bottleneckat the emulatorin our setup. (Note that we have not
yetmodeledpaclet-losses/outagem the overlay links. Also, the
controlpacletlossescouldnotbebecausef thedeterministically
failedlink, sinceour algorithmdoesnot sendary recovery mes-
sage®nthefailedlink itself). Casg1) would meanthatwe have a
bottleneckin our softwarearchitecturewhile casg2) would mean
thattheemulatorsetupis beingstressedTo checkthis, we instru-
mentthe emulatorto: (a) countthe numberof pacletsit sentand
receved, and (b) measurehe paclet rateit saw, in 100mswin-
dows. The CMs also keeptrack of the numberof paclets they
sendandreceve. Using (a), we computethe numberof control
pacletslost at the CM, andthe numberof control pacletslostin
theemulatorsetup.We use(b) to checkagainstheemulatodimits
givenin Tablel.

In Fig. 5(c), we talulate thesevaluesfor differentloads. We
noticethatthereareno paclet lossesat ary of the CMs, meaning
thatthebottleneckis notin themessag@rocessin@tthesenodes.
However, the emulatornode (or the network in-between)osesa
smallnumberof paclets,andthis numberincreasesvith thenum-
berof pathsin the system.Thetablealsogivesthe maximumrate
seenby the emulatorin 100mswindows. Referringbackto Ta-
ble 1, we seethatthe emulatorsetupis closeto its limits in these
experimentsjn termsof the paclet rate. (The sizesof all control
pacletswerewithin 300bytes).Notethatfor every pacletlost by
the emulator a client sessiorrecovery could experiencea control
messagee-transmitandthusarecovery time higherthan1.0sec.

We thus concludewith certaintyfrom the abore experiments
that the systemcan handleat least200 paths/CMeasily Also,
since no paclets are lost by the CMs due to processingoottle-
necks(column1 of the tablein Fig. 5) even at higherloads,we
cansaywith reasonableertaintythatthescalinglimits of theCMs
have not beenreachedven atloadsof 400-500paths/CM.Thisis
alsocorroboratedy thefactthatthe averagetime-to-receery in-
crease®nly slowly with increasingoad- if saturatiorpoint had
beenreachedwe would have expectedto seea steepincreasan
theplot atthis saturatiorpoint.

Our clustermanagemachinesare Pentiumlll 500MHz quad-

3We usea valueof 1secfor the rst re-transmit,1.5secfor the second
re-transmit2secfor all furtherre-transmits.

Time to recovery (ms)

(b) CDF of time-to-recwery for differentvaluesof load

(c) Detectingthe bottleneck

processomachinesDuring ourexperimentssincetheclusterwas
in productionuse, we were not able to get fully unloadedma-
chines,but always usedthe leastloadedset of machines. The
numberof 400-500simultaneouspathsper clustermanagers a
reasonablenumber sincewe are dealingwith heary-weight ap-
plication servicessuchas video transcoderstext-to-speectcon-
vertersin our examplesgivenearlier For comparisonthetext-to-
speectservicewe implementedn [15] could supportonly about
15 simultaneouglient session®n hardware similar to thoserun-
ning our CMs. This meanghatin deplo/ing a servicecluster the
amountof provisioningrequiredfor clustermanagefunctionality
would be smallin comparisorto thatrequiredfor actualservices
suchasthe text-to-speechengine. Also, notethat a clustercan
have multiple CMs dealingwith differentsetsof client pathses-
sions—the systemcanbe provisionedwith moreclustermanagers
to supporta largernumberof simultaneousglient sessions.

We male one nal obseration. We have usedlateny asa
metric for pathcreation,andin the abore experimentsfailedthe
overlay link with the maximumnumberof client pathstraversing
it. This represents worst-casescenario. This is becauseasis
well known, a metric suchaslateng is very poorin distributing
load acrossthe network. In fact, in our experimentsabove, we
obseredthattheloadacrosshe overlaylinks washighly skewed.
Thesystemcanbeexpectedo scaleevenbetterif aloadbalancing
metric suchasclusterload is used. Oneof ourimmediatefuture
plansis to work with sucha metric.

4.3 Timeto path recovery: local recorery

The Algorithm

We nowv examine an alternatemethodof recovery which we
call “local” recovery. Thisis illustratedin Fig. 2 —thedottedlines
betweerS1andS2,above the original path. Here,theideais that
we patcha pathlocally by routing aroundthe failure. The down-
strearmodedetectghefailure,and nds analternatepathfromits
peernode,to replacethefailedlink. It thensendssignalingmes-
sagesalongthe new local alternatepath,to be addedas a patch
to the original path. This recovery mechanismhasthe advantage
over end-to-endecorery thatsincethe signalingmessagearelo-
cal,therecorery time canbelower. However, sincethe pathis be-
ing x edlocally, we might lose out on global optimization. That
is, theresultantpathafterlocal recorery might have a highercost
thanif end-to-endecorery hadbeenused.We look at the nature
of thistrade-of now.
Experiments

Like in our earliersetof experimentswe have a setof runs
with varyingload; in eachrun, we createpathsbefore-handand
thenfail the overlay link with the maximumnumberof pathsgo-
ing throughit. Apartfrom thetrade-of mentionedaborve, thereis



afurtherissuewith local recovery. Sincepathsareconstrainedo
passthroughnodeswith servicesthey may not be simple graph
paths: they may have repeatedccurrence®f nodesor edgesin
them. An exampleis shavn in Fig. 6(a). Sincelocal recos-
ery hidesthe recovery informationfrom the restof the nodesin
the path,handlingraceconditionsin distributedmessagingwhen
thereare multiple occurrence®f nodesin the original path, be-
comedif cult. For thisreasonwe fall backon end-to-endecor-
erywhentheoriginal pathhasrepeatedccurrencesf nodes.

Hencein eachrun, we uselocal recovery for client sessions
whoseoriginal pathsdo not have repeatedhodes,andend-to-end
recovery for otherclient sessions.In eachrun, therewerea sig-
ni cant fraction (at least25%) of client sessionsn eachcategory
— it was not the casethat one kind of recorery was appliedfor
mostclient sessionsn ary run. This hasthe side effect of mak-
ing our comparisonsimpler sincewe can comparethe average
time-to-receery of pathsundereitheralgorithm,in thesamerun.
Thetwo plotsin Fig. 6 illustratethe trade-of betweerthe two al-
gorithms.The rst graphshavs the averagetime-to-receery asa
functionof theload,muchasin Fig.5(a). Thesecondyraphshavs
the othermetric: theratio of the costof the recavery path,to the
costof theoriginal path,asa functionof theload. (Recallthatthe
pathcostin our casetheend-to-endateng).

In the rst graph,we note that the time-to-receery haslow
values,around700ms,asearlier Also, the variancein the time-
to-recavery goesup with load, asin Fig. 5(a). The small non-
uniformity in the plot is understandablgiven the magnitudeof
thevariance Anotherpointwe noteis thatlocal recosery hascon-
sistentlyloweraveragerecoerytime, asexpected Althoughit has
lower time-to-receery, we notethatthe differenceis very low in
absolutaerms—within 200-300ms(As our discussionn Sec.4.4
will shaw, thesesmall differenceswill be dwarfedby thetime to
failure detectionin Internetpaths— aboutl.8sec).

The secondgraphshavsthe ip sideof local recovery — it re-
sultsin pathsthatarecostlierthanwith end-to-endecovery. Here,
the differencebetweenlocal and end-to-endecovery aresigni -
cant.Local recorery resultsin pathsthatare20-40%costlierthan
the original path, due to the additionalre-routein the middle of
the original path. On the otherhand,end-to-endrecovery causes
amaximumextra costof 10% over theoriginal path,andin mary
casesactuallyimprovesthe pathcostover the original path. Im-
provementin path cost over the original pathis dueto the fol-
lowing reason.Thelateny metricalongoverlaylinks is variable,
asexplainedin Sec.4.1. Hencethe original min-costpathis no
morethemin-costpathafterawhile —atthetime of pathrecovery.
Hence,whenan alternateend-to-endpathis setup,it canincur a
lower costthanthe original path. While thesedifferencesof 10-
30%oneway or anothemaynotgreatlyaffectthe performancef
theclient pathwhenusingthelateng metric, it is signi cant if we
usea graphmetricsuchasloadonthe clusternode.

4.4 Modeling Inter net failur e behavior

Sofarin ourexperimentsthefailuresin the overlaylinks have
beenarti cially introduced. We have not realistically modeled
how often Internetpath failures happen,or how long they last.
While this allowed us control over our experimentgto understand
thesystenmbehaior, we would lik e to seeour systemperformance
givenrealisticInternetpathfailure patterns Further anaspecive

have notaddressedofaris, how quickly failurescanbedetected,
reliably. We turnto theseissuesow.

Failur e detection: A key aspecbf our systemis its ability to
detectfailuresin Internetpaths. To achiere high-availability, we
needto detectfailuresquickly. In particular we are concerned
aboutkeepingtrack of the livenesof the wide-areanternetpath
betweensuccessie componentsn the service-leel path. An ex-
ampleis shavn in Fig. 2 —the rst leg afterS1. Thisis important
sinceunlike the telephonenetwork, the Internetpathsareknown
to have muchlesservailability [13, 12].

Thestraightforvardway to monitorfor livenesof thenetwork
pathbetweentwo Internethostsis to usea keep-alve heart-beat,
and a timeoutat the receving end of the heart-beato conclude
failure. Thereis a notion of a false-positivewhen the recever
concludedailuretoo soon,dueto anintermittentloss. We terma
pathrestoratiortriggeredby suchafalse-positre to be a spurious
pathrestoration. Thereis a trade-of betweenthe time to failure
detectiorandtherateof false-posities. If thetimeoutis toosmall,
failuresare detectedrapidly, but the false-positiesincreaseand
vice-versawhenthe timeoutis too large. We studythis in detail
now, usingwide-arearacedata.

Trace data: For our purposeswe needa modelfor the inci-
denceanddurationof failures.Therehave beenstudiesof failures
or pacletlosspatternsat smalltime scaleqlessthanlsec)[18, 6].
Thesehave shavn thatthereis correlationof paclet lossbeha-
ior within onesecondput little correlationover a second Further
studieshave estimatedailuresthatlastfor over 30sed20, 7]. To
the bestof our knaowledge,theredoesnot exist publicly available
data,or astudy thatgivesa probabilitydistribution of thesefailure
gapperiodson awide-arednternetpath.

We have collecteddatato arrive at sucha probability distribu-
tion. We run a simple UDP-basedperiodic heartbeatvith a pe-
riod of 300msbetweenpairs of geographicallydistributedhosts.
Thesetof hostsfrom which we collecteddataare: Berkelgy, Stan-
ford, CMU, UIUC, UNSW (Australia),andTU-Berlin (German).
This representsometrans-oceanitinks, aswell asinternetpaths
within the continentalUS (including Internet2links). We have
datafor nine pairs of hostsamongthese,a total of 18 Internet
paths. Six of the nine pairsof datawere collectedin Nov 2000,
andthreein Oct 2001. One pair of hostswas a repeatbetween
thesetwo runs. Theheart-beaexchangavasdonefor anextended
periodof time —for 3-7 daysfor the 9 pairsof hosts.

To understandhe natureof Internetpath outageswe com-
putethe gapsbetweersuccessie heart-beatst thereceving end.
Giventhe heart-beaperiodof 300ms,we attribute gapsof length
belov 600msto jitter in the arrival times. And, we attribute gaps
of 600msand above to outagesin connectiity. Looking across
all gap-lengthsn an experiment,we geta distribution. Fig. 7(a)
shaws this distribution asa CDF for 3 pairsof hosts. Note that
the y-axis startsfrom 99.9%. (The plots for otherhost-pairsare
similarandwe do notshawv themhere).

We obsenre from the datathatthereis a sharpkneein the CDF
betweenaboutl.2-1.8sedor mostgraphs.This meanghatthere
are very few temporaryoutagesthat last longer than the knee-
point. To seethis moreclearly we view the datain anotherform.
We computethe rate of occurrenceof gapsof a given duration,
averagedacrossan entiretrace. Fig. 7(b) plots this rate of occur
renceon a log scale,for variousvaluesof the outagedurationon
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thex-axis. Evenin thelog scale thereis a sharpkneearoundl.2-
1.8secfor all the plots. We usethis setof datain two ways: (1)
we usethe distributionsin Fig. 7(a) to modelthe distribution of
outageperiodson the Internet,and(2) we usethe empiricalvalue
of 1.8secassuggestetby theknee-pointsn eitherplot, asatime-
out to concludefailures. We now return our discussionof path
recovery time, but with theabose modelingof Internetfailures.

4.5 Performance under realistic Inter net failur e
behavior

In this experiment,we wish to studytwo things: (a) the extent
of spuriouspath restorationsunderrealistic Internetoutagepat-
terns,and (b) the performanceof our recosery messaginginder
realistic Internetpaclet lossesasgiven by our tracesin the prior
section. Giventhe setof CDFsof outagedurationsin the earlier
section,we fail links in our overlay with a particularprobability
for a particularduration, accordingto the distribution asin the
graph(Fig. 7(a)). For an overlay link in the testbed,we choose
oneof the 18 distributionsat random.We have a x edtimeoutof
1.8sedo detectfailuresbetweera pair of overlay nodes.We now
run the sameexperiment,with the 20-nodegraph,with a load of
300 pathsper clustermanagef(total numberof pathsin the sys-
tem= ). We useonly the end-to-endecovery
algorithmfor thisrun. We let thesystenrunfor aperiodof 15min.

During the run, acrossall the 54 edgesin the graph,thereare
162outageghatlast1secor more,of which 32 outagedast1.8sec
ormore,and? lastfor 20sewr more. Thereare11,079end-to-end
recovery attemptdriggered.This representanaverageof about2
recoveriesper pathduringthe experimentakun. 10,974(99.05%)
of theserecovery attemptsveresuccessful.

For a numberof the shorteroutagesthe outagetime itself is
comparabléo therecovery time. Suchshortoutagesare,in some
sensefalse-positiesthattrigger spuriouspathrestorations.lde-
ally, theseshouldnot have triggeredary recovery — but this hap-
pensdueto our aggressie timeoutmechanisnto detectfailures
quickly. To quantify the fraction of spuriouspathrestorationsn
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our experimentalrun, we countthe numberof recovery attempts
thatwerearesultof afailurelastinglessthan3sec.

We nd that,of the 11,079recovery attempts$,557(59.18%)
are causedby suchshortoutages. This gure of about60% for
thefractionof spuriousrestorationgriggeredmeritssomediscus-
sion. We rst notethateven if a recovery attemptis spurious,
applicationdatais not lost ary more than during normal Inter-
net performance without our recovery algorithms. This is be-
causethe original pathis torn down only after the nev pathhas
beenestablished.The only overheadof a spuriousrecovery at-
temptis in thecontrolmessagemtroducedby our servicecompo-
sitionlayer. Thecontroloverheadtselfis minimal,andcaneasily
be handledwith little additionalprovisioning in termsof cluster
managersasshavn in Sec.4.2. In absoluteterms,spuriouspath
restorationsand failuresthemseles occurinfrequently The av-
eragerate of occurrenceof failuresperlink in our experimental
run is:

. The rate of occurrenceof spuri-
ousrestorationss evenlower sinceonly afraction of the outages
represenspuriousfailure detections Hencespuriousrestorations
areasmallpriceto payfor thebene tsof quick pathrecovery.

Referringto thegraphin Fig. 7(a),if we hadafailuredetection
time closeto 1secor less,we aremuchmorelikely to have mary
spuriousrestorations.At 1secon the x-axis, we are not yet yet
beyond the knee-point. On the otherhand, if we have a failure
detectiontimeoutmuchlongerthan1.8seqbeyondthe knee),the
numberof spuriouspathrestorationsnight go down, but we will
have a muchlongertime-to-detectiorof failures. Sincewe have
amanageablé&equeng of spuriousrestorationsvith atimeoutof
1.8secthisis areasonabléimeoutto have for failure detection.

An importantaspectof path restorationgincluding spurious
ones)is thatof systemstability. If the absoluterateof occurrence
of pathrestorationss high in the system,instability could result.
Thatis, pathscould be switchedrepeatedlywith cascadingr al-
ternatingfailuresdueto overloadin portionsof the overlay net-
work. In ourexperimentabove, we did notobsere ary suchinsta-



bility. In retrospectthereasorfor thisis simple— our systemcan
easilyhandleloadsof 300 paths/CM(which is whatwe hadin the
experimentabove), and thereare no processingoottlenecksthat
drive thesystento anunstablestate.However, athigherloads the
rateof pathrestorationsandthe fraction of spuriouspathrestora-
tions,couldbeimportantfactorsin the stability of the system We
planto take a closerlook at this aspecin the nearfuture, usinga
morescalabledistributedemulationplatform.

Fig. 7(c) shavs the CDF of the time-to-receery of all the
paths. Notethe at regionin the CDF, asin Fig. 5(b). This rep-
resentsa re-transmitof a control messageluring pathrecovery.
Suchre-transmitsare due to the Internetpaclet losseswe have
modeledin this experiment. The plot indicatesthat over 90% of
the recoveriesare completedwithin 1sec. This representshe re-
covery time underrealisticpaclet lossasmodeledby our outage
periods. Sucha quick restorationrepresenterdersof magnitude
betterperformancehanInternetpathrecovery that takes several
tensof second$o minutes[12].

4.6 Other sourcesof overhead

So far we have focusedon the pathrecovery algorithm com-
ponentof our architecture The otherpiecesare(1) the peerpeer
heart-beatind measurementg?) the link-statepropagationand
(3) the pathcreationalgorithmitself. The rst consumesninimal
resourcesthe heart-beats sentevery 300msin our implementa-
tion. And peerpeerlateny measurementare doneonceevery
2sec.Thebandwidthconsumedy theseis miniscule.

The second,link-state propagation,is performedwheneer
thereis a changein the link-status(dead/lve), or whenthereis
a signi cant changein the lateng over thelink. Apart from this,
we alsohave a soft-statdink-statepropagatiorevery 60sedo han-
dledynamicgraphpartitions.Giventhenatureof lateng variation
asdescribecearlier suddenarge changesn lateny arerare. So
mostlink-state oods are sentover the network dueto link fail-
uresor restorationsIn the experimentwe describedn the previ-
oussubsection150link-state oods happerover theentirerun of
the experimentlasting 15min, notifying nodesof alink failure or
link recovery. Giventhatalink-state ood meansasinglemessage
over eachlink in the graph,thereareonly 150 messageper link
dueto these oods over the entirerun. Thisis alsominimal. We
expectthis numberto increasdinearly asthe numberof edgesn
thegraphincreasesThisis nottoo badhaowever, sincewe do not
stipulatea completegraphfor the overlay network asin [4].

Anotherpossiblesourceof overheads the graphcomputation
involved during path creation. In fact, the samegraphcomputa-
tion is invoked during pathrecorery aswell. The complity of
Dijkstra's algorithmis , Where is the numberof
edgesand is the numberof nodesin the graph. The comple-
ity of our stagemodi cation is .
In our implementation this algorithm performsquite well. We
performedmicro-benchmarktudiegnotanemulationrun) of this
algorithmalone,with a 6,510-nodeoverlay network, with 20,649
edges.On the con guration of our clustermachinesthe compu-
tation takes about50ms,and only about3MB of memory This

gure of 50mscouldbesigni cant overheadf this computatioris
donefor every pathrecovery. However, we performan optimiza-
tion thatwe termpathcacing. Werunthealgorithm,andstorethe
resulting“tree” structurefor requestgor pathcreation/receeryin

the nearfuture. We storeonesuchtreefor every kind of service-
level path(not every client pathsession) We updatethis treeonly
whenthegraphstatechanges-i.e.,only 150times,oncefor each
link-stateupdate duringour experimentakunin theprevious sub-
section. Sincewe do not run this algorithm for every path cre-
ation/recwery, thisis nota sourceof bottleneck.

4.7 Summary

In summaryour resultsshav thatfailure recosery canbe per
formedin our overlay network of serviceclusterswithin 1secfor
over 90% of client sessiongSec.4.5). Our trace-dataandthe
experimentsusing thoseshaw that failure detectioncan be quite
aggressie, with a timeoutas low as 1.8sec,with an infrequent
occurrencenf spuriouspathrestorations- aboutoncean hourin
our experiments.Hence,overall, pathscanrecover from outages
within about secondsThiswould be of tremendous
useto applicationssuchasvideo streaming- without our mech-
anismsfor recovery, client sessiongould experienceoutageshat
last for several minutes[12]. This gure of 2.8 secondds de -
nitely goodenoughfor real-time,but non-interactie applications,
which usuallybuffer about5-10seoof data. For interactve appli-
cations,this may not be perfect,but would provide signi cantly
betterend-useexperiencehanwithoutour recoery mechanisms.

Ourdatashavsthatthereis nobottleneckwith thecontrolmes-
sageprocessingnvolved during pathrecovery, sofar aswe have
beenableto scaleour emulationtestbed.We exploredthe useof
local recovery — while this resultsin quicker recovery underlow
load, the local natureof the recovery could lead to sub-optimal
pathmetricfor therecoveredpath.

5 RelatedWork

Theideaof servicecompositionitselfis notnovel, asimpleex-
amplebeingunix piping. The TACC project[10] developedmod-
elsfor fault-toleranceof composedserviceswithin a single clus-
ter. The solutionis basedon monitoring using clustermanagers
andfront-ends.Apart from the TACC model, clusterbasedsolu-
tions for fault-tolerancehave beenstudiedfor otherkinds of ap-
plicationsaswell. The Active Serviceqd3] modelusesa soft-state
mechanismfor maintenancef long-lived sessions.The LARD
approach14] doesload-balancingof client requestsfor a web-
sener within a cluster However, suchclusterbasedapproaches
do notaddresperformancer robustnessacrosshewide-area.

In the context of web-serers, the problemof selectingan ap-
propriateserviceinstancein the wide-areabasedon network and
senerperformancéasbeenstudiedby earlierapproachefl 7, 9].
However, for composedserviceswe have multiple “legs” of the
service-l@el path,andwe needto optimizethe overall composi-
tion, andnotjustoneleg of it. Also, web-serer selectionmecha-
nismsdo not addresdgail-over for long-lived sessionssinceweb-
sessionsypically lastfor a shortperiodof time (afew seconds).

Routing aroundfailures(abore the IP level) in the wide-area
hasbeenaddressedn othercontets. Content-addressablget-
works [16] provide an overlay topology for locatingand routing
towardsnamedobjects.The RON project[4] alsousesanoverlay
topologyto routearoundtemporaryfailuresatthe IP level. In the
speci ¢ contet of video delivery, paclet-pathdiversity hasbeen
usedasa mechanisnio getaroundfailuresin [5]. However, these



mechanismarenotapplicablefor composedervices- with com-
posedservicesthereis the constraintthat the alternaterecovery
pathhasto includethe componenservicesaswell.

The IETF OPESgroup [1] de nes an architecturefor “open
servicesthatcanbe “plugged”, or composed.However, this ar
chitecturedoesnotincludemechanism$or recorerywhenacom-
posedsessiorfails. ALAN [11] proposespplication-layerouting
by proxylets. The operationaimodelthereis differentin thatthe
proxyletscanbe dynamicallycreatedand moved around. In our
casetheservicesaredeplo/ed by differentserviceproviders,and
are heary-weightin nature. Also, ALAN doesnot have quick-
recovery from failuresasoneof its goals.In our work, we speci -
cally evaluatetherecovery aspecof the system.

A uniqueaspecbf our work is the useof anemulation-based
testbedor evaluation. Most systemsn the networking world are
evaluatedusingeithersimulationsor realexperiments- neitherof
theseapproachess suitedfor our purposesOuremulationtestbed
usingthe Millennium clusterof machineshasallowedbettermod-
eling thansimulationsandmorecontrolthanrealexperiments.

6 Conclusionsand Ongoing Work

We startedwith the goal of beingableto composeservicesn
arohustfashion providing recorery mechanismor long-running
client sessions.Our architecturefor this is basedon an overlay
network of serviceclusters.In this paper we have evaluatedour
architecturefor its primary goal of quick recovery of client ses-
sions. Our approachis basedon a systemdistributed acrossthe
wide-arednternet.lts evaluationpresents challengesincea sim-
ple simulation-base@pproachwould not only have beenunreal-
istic, but would also have failed to identify the bottlenecksin a
real systemimplementation.Developingandmaintaininga large
scaletestbedacrosghe wide-arednternetwould have beencum-
bersomeandwould not have beensuitedfor a controlleddesign
study Ouremulation-basedpproacthasalloweda controlledde-
sign study with a real implementation. The control overheadin
our softwarearchitecturas minimal, andrequiredlittle additional
provisioning. Our trace-drven emulationshavs that our recor-
ery algorithmscanreactwithin 1secfor most(over 90%) of the
clientsessionsNetwork failure detectiontself canbe donewith a
coupleof secondswith a manageablérequeng of spuriouspath
restorationsOur ongoingwork includesimproving ouremulation
testbedo performfurtherscalingexperimentsandto studyissues
of load-balancingandstability in pathrestoration.We have also
developeda setof composableserviceg15]; we planto testthe
usefulnes®f our recorery algorithmsfor theseapplications.
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lier versionsof this paper We thank M. Baker, M. Roussopoulos,).

Mysore,R. Barnes,V. PraneshyV. Krishnasvamy, H. Karl, Y-S. Chang,
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