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Abstract

Servicecompositionprovidesa �exible way to quickly enable
new applicationfunctionalitiesusingcomponentservices.We fo-
cuson thescenariowhere next generation portal providers “com-
pose”theservicesof otherproviders. Wehavedevelopedanarchi-
tecture basedon an overlaynetworkof serviceclusters to provide
failure-resilientcompositionof servicesacrossthe wide-area In-
ternet: our algorithmsdetectandrecover quickly fromfailuresin
composedclient sessions.

In this paper, we presentan evaluation of our architecture
whoseoverarching goal is quick recovery of client sessions.The
evaluation of an Internet-scalesystemlike ours is challenging.
Simulationsdonotcapture trueworkloadconditionsandInternet-
widedeploymentsare ofteninfeasible. We havedevelopedan em-
ulation platform for our evaluation– onethat allows a realistic
andcontrolled designstudy. Our experimentsshowtheeffective-
nessof our recoverymechanisms:over 90%of theclient sessions
are restored within 1secafter failure detectionin Internetpaths.
We collect tracedata to showthat failure detectionitself can be
tight on wide-areaInternetpaths– within about2sec.Failure de-
tectionandrecoverywithin thesetimeboundsrepresentsa signi�-
cantimprovementoverexistingInternetpathrecoverymechanisms
that take several tensof secondsto a few minutes[12]. Further-
more, thecontrol overheadinvolvedin implementingour recovery
mechanismis minimal in termsof networkas well as processor
resources;minimaladditionalprovisioningis requiredfor this.

Keywords: Network emulation,Servicecomposition,Overlay
networks,Failuredetection,Sessionrecovery

1 Intr oduction

Valueaddedservicesandcontentprovisioningwill bethedriv-
ing forcebehindthedevelopmentanddeploymentof futurecom-
municationnetworks. It is importantto enablequick and�e xible
developmentof endapplicationfunctionality. Compositionof ser-
vicesfrom independentcomponentsoffersa�e xible wayto enable
new applicationfunctionalities.Considerfor instanceauserwith a
new wirelessthin client roamingto a foreignnetwork. Shewishes
to accessa local news/weathervideo service. A portal provider
enablesthis by composingthe video servicewith an appropriate

transcoderto adaptthecontentsof thevideoto thethin client'sca-
pabilities(Fig.1). Further, shewishesto accessheremailfrom her
homeprovider on her cell-phonewhile sheis on the move. The
portal provider enablesthis by composinga third-party text-to-
speechconversionengine,with theuser's email repository. Com-
positionof complex servicesfrom primitive componentsenables
quick developmentof new applicationfunctionality throughthe
reuseof thecomponentsfor multiplecompositions.

In a composedservice,a setof componentservicesarestrung
together– we call thisa service-level path.

Compositionby itself is not a novel idea. However, thereare
critical challengesto beaddressedin thecontext of composingin-
dependentcomponentsacrossmultiple serviceproviders. In our
example,thetranscodingserviceandthenews/weathervideoser-
vice could belongto different providers. Providers deploy and
managemultiple instancesof their servicesat differentpoints in
thenetwork for loadbalancingandavailability reasons.Theper-
formanceof the composedserviceis critically dependenton the
choiceof instancesfor composition.Thisis morechallengingthan
traditionalweb-server selectionsincewe have to choosea setof
serviceinstances,with adequatenetwork performancealong the
entirepath.Thesechoiceshave to bedynamic,andona per-client
basis,takinginto accounttheclient's positionin thenetwork.

A secondchallengeis that of availability. Sinceservicesare
deployed by multiple providers, a service-level path could span
multiple network domains(Fig. 1). This hasimplicationson the
availability of thecomposedservice.Recentresearchhasshown
that inter-domainInternetpathavailability is very poor [13], and
that Internetroute recovery can take of the order of a few min-
utes[12]. Sincemultimediasessionscouldlastfor severalminutes
to hours,it is importantto addressnetwork failuresduring a ses-
sion.Suchrecovery hasto bequick for real-timeapplications.We
wish to take advantageof the multiple replicasof the servicein-
stancesanddynamicallychoosealternateserviceinstanceswhen
theoriginalservice-level pathexperiencesanoutage1 (seethedot-
tedlinesin Fig. 1).

Quick restorationof service-level pathsis challengingsince
therearescalingimplicationswhena largenumberof client ses-
sionshave to be restoredon a failure. Anotherchallengeis that

1We assumethatserviceshave only soft-state,andno persistentstate.
Soft-statecanbebuilt up at analternateserver without affecting the cor-
rectnessof thesession.Ourexamplesfall underthiscategory. Also see[1].
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Figure 1. Servicecompositionacrossthewide-areaInternet

of failure detectionover thewide-areaInternet.Thereis inherent
variability in delay, loss-rates,andoutagedurations.A conserva-
tive timeoutmechanismto detectfailurescould meanlongerde-
tectiontimesin general,while a moreaggressive mechanismmay
triggerspuriouspathrestorations.

We havedevelopedanarchitecturefor addressingtheissuesof
performanceandavailability in service-level paths.In this paper,
we presentan evaluationof our design. We speci�cally look at
the issueof quick failure detectionand recovery for availability
of the service-level path. A challengethat relatesto evaluation
of mechanismsfor path recovery is the following. Simulations
arenot ideal for capturingtrue processor/network overheads,es-
peciallyunderscale.However, creatingandmaintainingarealistic
researchtestbedacrossthewide-areaInternetwould betoo cum-
bersomeandexpensive. Also,with arealdeployment,acontrolled
designstudywould bedif�cult dueto non-repeatabilityof experi-
mentalconditions.

In this paper, we presentan evaluationof our path-recovery
algorithmsusingan emulationplatform that we have developed.
Theplatformallows usto realisticallyimplementour algorithms,
while emulatingwide-areaInternetlatency andloss. The differ-
entinstancesof ourdistributedrecoveryalgorithmrunonmultiple
machinesof a clusterwithin our testbed.Unlike a simulation,the
emulationcanrunin real-time,handlingthecontroltraf�c of thou-
sandsof client sessions;andunlike a realdeployment,thetestbed
itself, andtheexperimentalconditionsareunderour control.

Ourexperimentsshow thatthecontroloverheadinvolvedin up-
datingthedistributedpathstateto effectrestorationis manageable,
bothin termsof network resourcesaswell asprocessorresources.
This allows the systemto scalewell with an increasingnumber
of simultaneousclient sessions.In our implementation,a single
machine(Pentium-III 500MHz) caneasilyhandlethe distributed
pathstateassociatedwith about400-500simultaneousclient ses-
sions. (Beyond this, we run into bottlenecksin our emulation
setup). This amountsto little additionalprovisioning, especially
whendealingwith heavy-weight servicecomponentssuchasthe
videotranscoderor thetext-to-speechenginein ourexample.

To analyzehow quickly failuredetectioncanbedone,we col-
lect trace-dataon Internetpathoutagesacrossgeographicallydis-
tributedhosts.Ouranalysisshowsthatfailuredetectionitself,over
the wide-areacanbe donequite aggressively, within about2sec.
We usethe tracesto model lossesandoutageson Internetpaths
andusethis to drive our emulation.We �nd thatevenwith anag-
gressive failuredetectiontimeoutof 1.8sec,spuriouspathrestora-

tionshappeninfrequently– aboutonceanhour. Sincethecontrol
overheadis small, suchspuriousrestorationsarea small price to
payfor quick failuredetection.

Further, underour trace-basedmodelingof Internetoutages,
we �nd that recovery of pathsafter failuredetectioncanbedone
within 1secfor over 90%of theclient sessions.Sucha combina-
tion of quick detectionandrecovery, within a few small number
of seconds,would be immenselyusefulfor thekindsof real-time
applicationsdescribedabove.

Thenext sectionpresentsanoverview of ourarchitecture.Sec-
tion 3 describestheemulationtestbed.Our evaluationof pathre-
covery mechanismsis in Section4. We discussrelatedwork in
Section5 andconcludein Section6.

2 DesignOverview

In thissection,wepresentabrief walk-throughof ourarchitec-
ture,highlighting the main designpointsto establishthe context
for theperformanceevaluation.Thegoalof our architectureis to
enableperformancesensitive service-level pathcreation,andpath
recovery uponfailuredetection.Theideabehindpathrecovery is
to usean alternateInternetpath,muchasin [4, 5]. The motiva-
tion for this is thatnetwork-level failurescanhappenquiteoften–
studiesshow thatinter-domainInternetpathscanhave availability
aslow as95%[13]. And whensuchfailuresdo happen,they can
lastfor severalminutes[12].

The choice of service instancesfor service-level path cre-
ation/recovery is somewhatlike web-mirrorselection,but is more
complicated,sincein general,we may needto selecta setof in-
stancesfor a client session.Further, unlike traditionalweb-server
selectionmechanisms,client sessionsin our scenariocould last
for a long time,andit is desirableto provide mechanismsfor path
recovery usingalternateserviceinstancesduringa session.

A hop-by-hopapproachwhere eachleg of the path is con-
structedindependentlycouldresultin sub-optimalpaths– a good
choiceof the�rst leg of thepathcouldmeanapoorchoicefor the
secondleg.

Motivatedby the notion of a service-level path, we think in
termsof a service-level overlaynetwork. Our architecturefor op-
timalandrobustservicecompositionis depictedin Fig.2. Wehave
threeplanesof operation:at thelowestlayeris thehardwareplat-
form consistingof computeclustersdeployedatmultiplepointson
the Internet. This constitutesthemiddle-wareplatformon which
serviceproviders deploy services. Providers could deploy their



own serviceclusters,or couldusethird partyproviders' clusters.
We de�ne a logical overlay network on top of this, by meansof
peeringrelationshipsbetweenpairsof clusters.This supportsthe
compositionof servicesacrosstheclusters,aswell asmonitoring
the network path in-between,for livenessas well as for perfor-
mancemetricssuchaslatency, bandwidth,etc. At the top level,
we have composedservices– service-level pathsare formed as
pathsin theoverlaygraph.An exampleservice-level pathfrom a
sourceto adestination,throughservicesS1andS2is shown in the
�gure. Note that we alsoallow for “no-op” servicesin-between
that simply provide connectivity, anddo not addany application
functionality.
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Figure 2. Architecture

The overlay network provides the context for exchangeof
performanceinformation to create“optimal” service-level paths.
Also, redundancy in theoverlaynetwork allows usto de�ne alter-
nateservice-level pathsfor recovering from failures– the dotted
linesbetweenA andB in Fig. 2. Theuseof clustersamortizesthe
monitoringoverheadacrossall client pathsessionsgoingthrough
both peeringserviceclusters. In eachcluster, a clustermanager
(CM) is responsiblefor implementingour algorithmsfor service-
level pathcreationandrecovery. Thesoftwarearchitectureat the
CM, aswell asotherrequisitefunctionalities,areshown in Fig. 3.
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Figure 3. SoftwareArchitecture

A service-level pathentersandexits ouroverlaynetwork aten-
try/exit points(pointsA andB in Fig.2). For aparticularend-point
outsidetheoverlaynetwork, thechoiceof theclosestoverlaynode
couldbemadeusingpre-con�guration,or somesimpleselection
mechanism.The�rst verticallayerin Fig.3 capturesthisfunction-
ality. Thenext functionalityweseparateis thatof service-location.
This is thesecondverticallayerin Fig. 3. Here,we justneeda list
of locationsof servicereplicas– somethinglike the list of mir-
rorsfor aweb-site.Thiscaneitherbedistributedslowly acrossthe
overlaynodes,or canberetrievedfrom acentral(replicated)direc-
tory. Therestof the functionality in the �gure residesin theCM
of eachoverlay-node(service-cluster).The CM implementsthe
mechanismsfor inter-cluster, wide-areadistributedservice-level
pathcreationandrecovery. This is whatwe evaluatein this paper.

Functionalities at the Cluster Manager (CM)
The functionality at the managernode is in three layers

(Fig. 3). The lowest layer implementscommunicationbetween
peer service-clustersin the overlay network, including perfor-
mancemeasurementandlivenesstracking.We have implemented
livenesstracking as a simple periodic two-way heart-beatex-
change,with a timeout to signal failure2. We have implemented
latency asa performancemeasure– our architecturealsoallows
measurementandexchangeof othermetricssuchasclusterload,
bandwidth,or othergenericmetrics.

At the next layer, global informationaboutlink performance
andlivenessis built usingalink-statealgorithmin theoverlaynet-
work. Wechoosea link-stateapproachsincewerequireglobalin-
formationfor constrainedpathselection,theconstraintbeingthat
thepathshouldhave a setof serviceson it, in a particularorder.

The top layer implementsthe functionalitiesfor servicecom-
positionitself: initial creation,andrecoverywhenoverlaynetwork
failuresaredetected.Wedescribethesealgorithmsalongwith our
evaluationsin Sec.4. We note that service-level pathshave an
explicit sessionsetupphase,and thereis connection-stateat the
intermediatenodes. (For instance,for a transcoderservice,this
switching stateincludesthe input data type and sourcestream,
and the output datatype and next-hop destinationinformation).
This meansthat,unlike Internetrouting, failure informationneed
not propagateto theentirenetwork for corrective measuresto be
taken. We couldhave end-to-endpathrestorationsor performon-
demandlocal-link recovery asin MPLS [8].

The messagingat the link-stateandservice-compositionlay-
ersareimplementedon top of a UDP-basedmessaginglayer that
providesat-least-oncesemanticsusingre-transmits.
Potential bottlenecksand sourcesof overhead

Eachof the threelayerspresentedabove hasoverheads.Our
main goal is to quantify these,identify sourcesof bottlenecks,
and determinehow quickly we can effect service-level path re-
covery. At the service-compositionlayer, while the presenceof
connection-stateper pathmakes quick failure recovery easier, it
couldhavescalingimplicationssincea largenumberof clientses-
sionsmayhave to berestoredon failureof anoverlay link. Also,
duringpathcreationor restoration,�nding a paththrougha setof
intermediateserviceinstancesinvolvesagraphcomputationbased
on the informationcollectedby the link-statelayer. This could
have memoryor CPU bottlenecks.The choiceof a link-stateal-
gorithmis goodfor gatheringglobal information. However, link-
statealgorithmsconsumemorenetwork bandwidthdueto �ood-
ing, andthiscouldbeapotentialsourceof bottleneck.At thelow-
estlayer, failuredetectionitself is a concernwhenservice-cluster
peersmonitoringoneanotherareseparatedover thewide-areaIn-
ternet. A conservative mechanismto detectfailurescould mean
longerdetectiontimesin general,while a moreaggressive mech-
anismmaytriggerspuriouspathrestorations.We now turn to de-
scribingour evaluationtestbedto studytheseoverheads.

3 Experimental testbed

Evaluationof anInternet-scalesystemlike oursis challenging
sinceperformancemetricssuchas time-to-recovery from failure

2Weusea�x edtimeout;wedonotconsideramoresophisticatedadap-
tive timeoutmechanismin this paper.



andscalingwith thenumberof clientsdependon Internetdynam-
ics. A large-scalewide-areatestbedis cumbersometo setupand
maintain.Simulationsareinappropriatesincethey do not capture
processingbottlenecks.They alsodo not scalefor largenumbers
of client sessions.We have developeda network-emulationplat-
form for our experiments. We run a real implementationof the
algorithmsandmechanisms,onmultiplemachinesin aclusteren-
vironment,but simply emulatethe wide-areanetwork character-
istics betweenthemachines.This is donebelow the application.
Suchanemulation-basedplatformis providedby theMillennium
cluster(www.millennium.berkeley.edu).

App
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Rule for 4-->3
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Node 3
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Node 1 to node 2
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Figure 4. Emulatorsetup

For �e xibility , wehaveimplementedourown emulationpacket
modi�er. Theimplementationis atuser-level usingraw-IP sockets
andcanhandleUDP datagrams.In our setup,we have all traf�c
passthrougha singlenodethat runssucha packet modi�er – we
call this machinethe emulator. This testbedsettingis shown in
Fig. 4. Eachemulationnodein our testbedis a 500MHzPentium-
III machinewith up to 3GB memory, anda500KB cache.Eachis
a 2-way, or 4-way multi-processor, andrunsLinux 2.4. (Notethat
this emulationclusteris quite different from the service-clusters
in our architecture.In fact,eachnodein our emulationsetuprep-
resentsa clustermanagerof a service-cluster/overlay-nodein our
architecture,and runs the software shown in Fig. 3). We have
a real implementationof the algorithms– the codeis �nally re-
linkedwith a library that redirectspacketsvia theemulatornode.
The emulator, besidesactingasa router, hasrules for capturing
thebehavior of eachoverlay link betweenpairsof overlay nodes
(Fig.4). In ourarchitecture,theactualapplicationdatatraf�c does
not passthroughthe CM. And hencein our emulationtoo, we
only capturethecontrol-traf�c betweentheCMs. We have mod-
eleddelay/latency behavior betweenoverlaynodes,aswell asthe
frequency anddurationof failuresof theoverlay link. Theactual
settingsfor thesepackethandlingrules,andthechoiceof theover-
lay topologyitself, arepresentedin Sec.4.1.

Table1 presentsa brief characterizationof our emulatorsetup.
The emulatoris setupon a Pentium-41500MHz machinewith
256MB memory, and256KB cache,runningLinux 2.4.2-2. It is
on a 100Mbpsnetwork. We have traf�c passingthroughtheemu-
latorataconstantpacket rate,with all packetsbeingthesamesize.
Theemulator�res a randomlypickedrule for eachpacket. In this
setup,wemeasurethepercentageof packetslost at theemulator.

In Table1, thescalinglimits of theemulatorarereachedin both
dimensions– at large packet sizesandat high packet rates. We
notethat theemulatorperformsquitewell for up to a packet rate
of 20,000pkts/sec,for pkt sizesbelow 500bytes.This constitutes
about�����������	��
����	�
��������������� , whichis closeto theethernet

10,000/sec 15,000/sec 20,000/sec 25,000/sec

250B 0.000 0.020 0.005 23.9
500B 0.010 0.020 0.185 20.4
800B 0.86 8.72 29.24 44.1
1100B 1.63 36.14 49.75 64.71
1400B 36.36 50.65 65.48 68.95

Table 1. % packetslost by theemulator

limit in our setup. We shall refer backto thesenumberslater to
verify that in our experiments,we do not exceedtheselimits of
operationof theemulator.

4 Evaluation

In this section,we turn to the evaluationof our system. In
our setof experiments,we considerseveral metrics: (a) the time
to recovery of client pathsessions,after failuredetection,(b) the
time to detectionof failuresin Internetpaths,(c) the additional
control overheaddueto spuriouspathrestorations,and(d) other
memory, CPU,andnetwork overheadsin oursoftwarearchitecture
(Fig. 3). We studyclient sessionrecovery time asa function of
thenumberof client sessions(load)at eachCM. We analyzetwo
differentrecovery algorithmsin Sec.4.2 andSec.4.3. For these
setof experiments,weuserealisticmodelingof Internetdelay, but
usecontrolledlink failures. We thenturn to a trace-basedstudy
of Internetpath failure behavior in Sec.4.4, and look at failure
detection.Usingthistracedata,westudythetimeto pathrecovery
underrealisticInternetfailurepatternsin Sec.4.5. This allows us
to examinespuriouspathrestorations.Finally, we look at other
sourcesof overheadin oursystemin Sec.4.6.

4.1 Parameter settingsfor the experiments

Beforepresentingour experiments,we explain two important
parametersettingsin thissubsection:theoverlaytopology, andthe
natureof performancevariationof thelinks in theoverlaynetwork.
The Overlay Network Topology

We usethe following procedureto generatethe overlay net-
work. We �rst generatean underlyingphysicalnetworkwith a
Transit-Stubtopology. This graphhasa total of 6,510nodes,with
14 transit ASes,eachwith 15 nodes,10 stub-ASesper transit-
node,and3 nodesper stub-AS[19]. This topologyis generated
usingtheGT-ITM package.We thenselecta randomsubsetof N
nodesfrom this physicalnetwork to generatean N-nodeoverlay
topology. Next, we examinepairsof overlay nodesin the order
of their closenessand decideto form peeringrelationsbetween
these.Thesepeeringrelationscorrespondto overlay links in our
architecture(Fig. 2). Overlaylinks arethusequivalentto physical
paths. In this processof peering,we imposethe constraintthat
no physicallink is sharedby two overlay links. (Although this
could theoreticallyresult in a disconnectedoverlay topology, for
thegraphthatwe used,the�nal overlaynetwork wasconnected).
Overlay Network Parameters

To studyourmechanismsfor service-level pathcreation,adap-
tation,andrecovery, wevarytwo network parameters:latency, and
occurrenceof failures(packet dropsaremodeledsimply asshort
failures).We usethesetwo parametersto capturetheeffect of In-
ternetcross-traf�c in our emulations. Eachrule at the emulator
involvesthesetwo parameters.Our mechanismsfor pathchoice
optimizethemetricof pathlatency from entryto exit.



Latency Variation: To modelthis,weuseresultsfrom astudy
of round-trip-time(RTT) behavior on the Internet[2]. We make
useof two results:(1) Signi�cant changes(de�ned asover 10ms)
in averageRTT, measuredover1 minuteintervalsoccuronly once
in about52min. This value of 52min is averagedover all host-
pairs. (2) Theaveragerun lengthof RTT, within a jitter of 10ms,
is 110secondsacrossall host-pairs.The �rst resultsaysthatsus-
tainedchangesin RTT occurslowly, andthesecondresultsaysthat
thejitter valueis quitesmallfor periodsof theorderof 1-2minutes.

We usetheseas follows. The costsof edgesof the network
areasgeneratedby the GT-ITM package.For the overlay links,
the cost is simply the additionof the physicalpathbetweenthe
overlaynodes.This costis however, only relative. We normalize
this by settingthe maximumoverlay link costof 100ms– this is
theone-way cost. We thusget a base-valuefor the latency in an
overlay link. Given a base-value � for the latency, we vary the
latency between� and ��� . Sucha variationof overlay link cost
givesa maximumone-way latency of � ��� ��� � ������� � , anda
maxRTT of up to � � ����� ��������� � . We imposetheconstraint
that signi�cant sustainedchangeshappenoncein an “epoch” of
length52min (using result (1)). Also, to have somevariability,
we set a value of 15min for this epochfor 10% of the overlay
links, and100minfor another10%(therest80%havethevalueof
52min). Within anepochof RTT value,1min averagesarevaried
within 10ms(in accordancewith (1)). And within a minute,jitter
is within 10ms(in accordancewith (2)).

In our modelingof latency variation,we do not includeocca-
sional,isolatedRTT spikesthatdo happen[2]. Instead,we model
RTT spikesalsoasloss-periods/failures,which is worsethanRTT
spikes.Althoughthestudywehaveusedis somewhatold, it is ex-
tensive. Also, our own UDP-basedexperimentsin Sec.4.4 agree
in spirit with observation (2) above – in our experiments,we ob-
serve thatoutageperiodslastingbeyond1-2secarevery rare.

Occurrenceof failur es: For theinitial setof experiments,we
fail graphlinks in acontrolledfashion.Wethenusedatrace-based
emulationof network failures. We postponea discussionof this
emulationto Sec.4.4.

4.2 Time to path recovery: end­to­endrecovery

The Algorithm
We �rst considera �a vor of pathrecovery that we term end-

to-endrecovery. Referringback to Fig. 2, considerthe failure
betweenservicesS1 andS2. In end-to-endrecovery, two steps
areinvolved. The downstreamnode(S2) detectsthe failure,and
passestheinformationto theexit overlaynode(B). Theexit node
then initiates a new path computation,which resultsin the path
throughS1' andS2' (dottedlinesat thebottomof the�gure). The
pathcomputationis a graphalgorithm. Themetricof distancein
our implementationis edge-latency, which is additive. The well
known algorithmfor min-costpathcomputationover an additive
metricis theDijkstra's algorithm.We cannotapplythis algorithm
directly, sincein our casethe path hasconstraintsthat it hasto
passthrougha givensetof services.We have developedandim-
plementedageneric�	��
���
 -stagemodi�cation to Dijkstra'salgo-
rithm – thisgivestheshortest“constrained”path,whenweneed�

intermediateservices.
This path computationis doneby the exit nodeduring path

creationaswell as end-to-endpath recovery. (During path cre-

ation,theclient sendsits requestfor pathcreationto theexit node
directly). After pathcomputation,theexit nodesendscontrolmes-
sages“upstream”to setuptheoriginalor recovery path.Themes-
sagingfor pathcreationandfailure recovery for eachclient path
sessionis doneindependently. Also, asmentionedin Sec.2, all
thecomputationsandcontrolmessagingdescribedabove aredone
at theclustermanagerof eachoverlaynode.Hencein our discus-
sionbelow, unlessmentionedotherwise,weusetheterms“cluster-
manager”and“overlay-node”interchangeably– theclusterman-
ageris theoneat theoverlayclusternode.
Experiments

Therearetwo componentsto theabovealgorithm:pathcompu-
tation,andthedistributedmessaging.Here,westudythelatencies
in thedistributedmessagingrequiredto effectend-to-endrecovery
(pathcomputationis evaluatedin Sec.4.6). In particular, westudy
theeffectof scalingthesystemwith respectto thenumberof client
pathsessions.We captureour metricof time-to-recovery of client
sessionsasa functionof thenumberof clientsessionsthat“termi-
nate”at eachoverlaynode– that is, thenumberof client sessions
for whichtheoverlaynodeis theexit node,andhenceits CM is re-
sponsiblefor pathcreationandrecoveryfor thatsession.Notethat
thenumberof client pathsessionspassingthrough(asopposedto
terminatingat) an overlay nodewill be highersinceeachclient
pathpassesthroughmany overlaynodes.In therestof thediscus-
sion,we referto thenumberof client sessionsterminatingat each
overlaynodeastheload L on it (or its CM).

In this setof experiments,we usea 20-nodeoverlay network
generatedasdescribedearlier. This graphhas54 edges. There
area total of ten differentservices,eachwith two replicasin the
overlay network. Eachclient pathsessioninvolvestwo different
servicesfrom amongthese.Notethatalthoughwe have only two
logical services,thepathcouldstretchacrossmany moreoverlay
nodes,via theno-opservices.

Acrossthe runs,we vary the load L from 25 to 500pathsper
CM, with equalloadat all the20 CMs. For a given load,we �rst
establishall thepaths(total#paths= #pathsterminatingataCM �

20CMs). Thepairof servicesfor eachof theclientpathsis chosen
at random. We thendeterministicallyfail the link in the overlay
network with themaximumnumberof client sessionstraversingit
– theworstcasein a single-link failure. We concludetheexperi-
mentshortlyafterall the failedpathshave beenrecovered(a few
seconds).We thencomputethe time to recovery, averagedover
all thepathsthat failed andwererecovered. Fig. 5(a) shows this
averagemetricplottedagainstthe loadaswe de�ned above. The
errorbarsindicatethestandarddeviation.

Thereare several things we note aboutthe plot. Firstly, the
averagetime to recovery remainslow, below 600mseven for a
loadof upto 500pathsperclustermanager. Secondly, thisaverage
increasesonly slowly as the load increases– this suggeststhat
the systemhasnot reachedits saturationpoint yet. Thirdly, the
varianceof the time-to-recovery acrossall failedpathsis largeat
high load.To explain this,we plot anothergraph.

Fig. 5(b) shows theCDF of the time-to-recovery of the failed
pathsfor differentvaluesof the load. We seethat themajority of
the pathsrecovery well within 1sec,anda small fraction of the
pathstake over 1secto recover (noticethe�at region in theCDF).
This is due to the following reason. The path recovery control
messagesaretransmittedusingthereliableUDP messaginglayer
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of Fig. 3. This layerimplementsare-transmitafter1sec,if thereis
noreply to the�rst packet3. Suchare-transmitoccursfor thepath
recovery control messagessincethe �rst control messageis lost,
athigherload.A certainfractionof thepathsbeingrecoveredthus
experiencesigni�cantly higher recovery time than others. This
explainsthehigh varianceathigh load,in Fig. 5(a).

Therearetwo reasonswhy packet lossescanoccur:(1) excess
load in processingthepathrecovery messagesat theCMs, or (2)
bottleneckat the emulatorin our setup. (Note that we have not
yet modeledpacket-losses/outageson theoverlay links. Also, the
controlpacket lossescouldnotbebecauseof thedeterministically
failed link, sinceour algorithmdoesnot sendany recovery mes-
sagesonthefailedlink itself). Case(1) wouldmeanthatwehavea
bottleneckin oursoftwarearchitecture,while case(2) wouldmean
thattheemulatorsetupis beingstressed.To checkthis,we instru-
menttheemulatorto: (a) countthenumberof packetsit sentand
received, and(b) measurethe packet rate it saw, in 100mswin-
dows. The CMs also keeptrack of the numberof packets they
sendandreceive. Using (a), we computethe numberof control
packetslost at theCM, andthenumberof controlpacketslost in
theemulatorsetup.Weuse(b) to checkagainsttheemulatorlimits
givenin Table1.

In Fig. 5(c), we tabulatethesevaluesfor different loads. We
noticethat thereareno packet lossesat any of theCMs, meaning
thatthebottleneckis not in themessageprocessingat thesenodes.
However, the emulatornode(or the network in-between)losesa
smallnumberof packets,andthisnumberincreaseswith thenum-
berof pathsin thesystem.Thetablealsogivesthemaximumrate
seenby the emulatorin 100mswindows. Referringback to Ta-
ble 1, we seethat theemulatorsetupis closeto its limits in these
experiments,in termsof thepacket rate. (Thesizesof all control
packetswerewithin 300bytes).Notethatfor every packet lost by
theemulator, a client sessionrecovery couldexperiencea control
messagere-transmit,andthusa recovery time higherthan1.0sec.

We thusconcludewith certaintyfrom the above experiments
that the systemcan handleat least200 paths/CMeasily. Also,
sinceno packets are lost by the CMs due to processingbottle-
necks(column1 of the table in Fig. 5) even at higher loads,we
cansaywith reasonablecertaintythatthescalinglimits of theCMs
have notbeenreachedevenat loadsof 400-500paths/CM.This is
alsocorroboratedby thefactthattheaveragetime-to-recovery in-
creasesonly slowly with increasingload– if saturationpoint had
beenreached,we would have expectedto seea steepincreasein
theplot at this saturationpoint.

Our clustermanagermachinesarePentiumIII 500MHzquad-

3We usea valueof 1secfor the �rst re-transmit,1.5secfor thesecond
re-transmit,2secfor all furtherre-transmits.

processormachines.Duringourexperiments,sincetheclusterwas
in productionuse, we were not able to get fully unloadedma-
chines,but always usedthe least loadedset of machines. The
numberof 400-500simultaneouspathsper clustermanageris a
reasonablenumber, sincewe aredealingwith heavy-weight ap-
plication servicessuchasvideo transcoders,text-to-speechcon-
vertersin our examplesgivenearlier. For comparison,thetext-to-
speechservicewe implementedin [15] couldsupportonly about
15 simultaneousclient sessionson hardwaresimilar to thoserun-
ning our CMs. This meansthat in deploying a servicecluster, the
amountof provisioningrequiredfor clustermanagerfunctionality
would besmall in comparisonto that requiredfor actualservices
suchas the text-to-speechengine. Also, note that a clustercan
have multiple CMs dealingwith differentsetsof client pathses-
sions– thesystemcanbeprovisionedwith moreclustermanagers
to supporta largernumberof simultaneousclient sessions.

We make one �nal observation. We have usedlatency as a
metric for pathcreation,andin theabove experiments,failed the
overlay link with themaximumnumberof client pathstraversing
it. This representsa worst-casescenario. This is because,as is
well known, a metric suchaslatency is very poor in distributing
load acrossthe network. In fact, in our experimentsabove, we
observedthattheloadacrosstheoverlaylinks washighly skewed.
Thesystemcanbeexpectedto scaleevenbetterif a loadbalancing
metric suchascluster-load is used.Oneof our immediatefuture
plansis to work with sucha metric.

4.3 Time to path recovery: local recovery

The Algorithm
We now examinean alternatemethodof recovery which we

call “local” recovery. This is illustratedin Fig. 2 – thedottedlines
betweenS1andS2,above theoriginal path.Here,theideais that
we patcha pathlocally by routingaroundthe failure. Thedown-
streamnodedetectsthefailure,and�nds analternatepathfrom its
peernode,to replacethe failed link. It thensendssignalingmes-
sagesalong the new local alternatepath, to be addedasa patch
to theoriginal path. This recovery mechanismhastheadvantage
over end-to-endrecovery thatsincethesignalingmessagesarelo-
cal, therecovery timecanbelower. However, sincethepathis be-
ing �x ed locally, we might loseout on globaloptimization. That
is, theresultantpathafter local recovery might have a highercost
thanif end-to-endrecovery hadbeenused.We look at thenature
of this trade-off now.
Experiments

Like in our earliersetof experiments,we have a setof runs
with varying load; in eachrun, we createpathsbefore-hand,and
thenfail theoverlay link with themaximumnumberof pathsgo-
ing throughit. Apart from thetrade-off mentionedabove, thereis



a further issuewith local recovery. Sincepathsareconstrainedto
passthroughnodeswith services,they may not be simplegraph
paths: they may have repeatedoccurrencesof nodesor edgesin
them. An example is shown in Fig. 6(a). Since local recov-
ery hidesthe recovery informationfrom the restof the nodesin
thepath,handlingraceconditionsin distributedmessaging,when
therearemultiple occurrencesof nodesin the original path,be-
comesdif�cult. For this reason,we fall backonend-to-endrecov-
erywhentheoriginalpathhasrepeatedoccurrencesof nodes.

Hencein eachrun, we uselocal recovery for client sessions
whoseoriginal pathsdo not have repeatednodes,andend-to-end
recovery for otherclient sessions.In eachrun, therewerea sig-
ni�cant fraction(at least25%)of client sessionsin eachcategory
– it was not the casethat one kind of recovery was appliedfor
mostclient sessionsin any run. This hasthe sideeffect of mak-
ing our comparisonsimpler, sincewe can comparethe average
time-to-recoveryof paths,undereitheralgorithm,in thesamerun.
Thetwo plotsin Fig. 6 illustratethetrade-off betweenthetwo al-
gorithms.The�rst graphshows theaveragetime-to-recovery asa
functionof theload,muchasin Fig.5(a).Thesecondgraphshows
theothermetric: theratio of thecostof therecovery path,to the
costof theoriginal path,asa functionof theload. (Recallthatthe
pathcostin ourcasetheend-to-endlatency).

In the �rst graph,we note that the time-to-recovery haslow
values,around700ms,asearlier. Also, the variancein the time-
to-recovery goesup with load, as in Fig. 5(a). The small non-
uniformity in the plot is understandablegiven the magnitudeof
thevariance.Anotherpointwenoteis thatlocal recoveryhascon-
sistentlyloweraveragerecoverytime,asexpected.Althoughit has
lower time-to-recovery, we notethat thedifferenceis very low in
absoluteterms– within 200-300ms.(As ourdiscussionin Sec.4.4
will show, thesesmalldifferenceswill bedwarfedby the time to
failuredetectionin Internetpaths– about1.8sec).

Thesecondgraphshows the �ip sideof local recovery – it re-
sultsin pathsthatarecostlierthanwith end-to-endrecovery. Here,
thedifferencebetweenlocal andend-to-endrecovery aresigni�-
cant.Local recovery resultsin pathsthatare20-40%costlierthan
the original path,due to the additionalre-routein the middle of
theoriginal path. On the otherhand,end-to-endrecovery causes
a maximumextra costof 10%over theoriginal path,andin many
casesactuallyimprovesthe pathcostover the original path. Im-
provementin path cost over the original path is due to the fol-
lowing reason.Thelatency metricalongoverlay links is variable,
asexplainedin Sec.4.1. Hencethe original min-costpath is no
morethemin-costpathafterawhile – at thetimeof pathrecovery.
Hence,whenan alternateend-to-endpathis setup,it canincur a
lower costthanthe original path. While thesedifferencesof 10-
30%onewayor anothermaynotgreatlyaffect theperformanceof
theclientpathwhenusingthelatency metric,it is signi�cant if we
usea graphmetricsuchasloadon theclusternode.

4.4 Modeling Inter net failur e behavior

Sofar in ourexperiments,thefailuresin theoverlaylinks have
beenarti�cially introduced. We have not realistically modeled
how often Internetpath failureshappen,or how long they last.
While this alloweduscontrolover our experimentsto understand
thesystembehavior, wewould like to seeoursystemperformance
givenrealisticInternetpathfailurepatterns.Further, anaspectwe

have notaddressedsofar is, how quickly failurescanbedetected,
reliably. We turn to theseissuesnow.

Failur e detection: A key aspectof our systemis its ability to
detectfailuresin Internetpaths. To achieve high-availability, we
needto detectfailuresquickly. In particular, we are concerned
aboutkeepingtrackof the livenessof thewide-areaInternetpath
betweensuccessive componentsin theservice-level path. An ex-
ampleis shown in Fig. 2 – the�rst leg afterS1. This is important
sinceunlike the telephonenetwork, the Internetpathsareknown
to have muchlesseravailability [13, 12].

Thestraightforwardwayto monitorfor livenessof thenetwork
pathbetweentwo Internethostsis to usea keep-alive heart-beat,
anda timeoutat the receiving endof the heart-beatto conclude
failure. There is a notion of a false-positivewhen the receiver
concludesfailuretoo soon,dueto anintermittentloss.We terma
pathrestorationtriggeredby sucha false-positive to bea spurious
pathrestoration.Thereis a trade-off betweenthe time to failure
detectionandtherateof false-positives.If thetimeoutis toosmall,
failuresaredetectedrapidly, but the false-positives increase,and
vice-versawhenthe timeoutis too large. We studythis in detail
now, usingwide-areatracedata.

Trace data: For our purposes,we needa modelfor the inci-
denceanddurationof failures.Therehave beenstudiesof failures
or packet losspatternsatsmalltimescales(lessthan1sec)[18, 6].
Thesehave shown that thereis correlationof packet lossbehav-
ior within onesecond,but little correlationover a second.Further
studieshave estimatedfailuresthat last for over 30sec[20, 7]. To
thebestof our knowledge,theredoesnot exist publicly available
data,or astudy, thatgivesaprobabilitydistributionof thesefailure
gapperiodsona wide-areaInternetpath.

We have collecteddatato arrive at sucha probabilitydistribu-
tion. We run a simpleUDP-basedperiodicheartbeatwith a pe-
riod of 300msbetweenpairsof geographicallydistributedhosts.
Thesetof hostsfrom whichwecollecteddataare:Berkeley, Stan-
ford,CMU, UIUC, UNSW(Australia),andTU-Berlin (Germany).
This representssometrans-oceaniclinks, aswell asInternetpaths
within the continentalUS (including Internet2links). We have
datafor nine pairs of hostsamongthese,a total of 18 Internet
paths. Six of the nine pairsof datawerecollectedin Nov 2000,
and threein Oct 2001. Onepair of hostswas a repeatbetween
thesetwo runs.Theheart-beatexchangewasdonefor anextended
periodof time – for 3-7daysfor the9 pairsof hosts.

To understandthe natureof Internetpath outages,we com-
putethegapsbetweensuccessive heart-beatsat thereceiving end.
Giventheheart-beatperiodof 300ms,we attributegapsof length
below 600msto jitter in thearrival times. And, we attributegaps
of 600msandabove to outagesin connectivity. Looking across
all gap-lengthsin an experiment,we get a distribution. Fig. 7(a)
shows this distribution asa CDF for 3 pairsof hosts. Note that
the y-axis startsfrom 99.9%. (The plots for otherhost-pairsare
similarandwedo notshow themhere).

Weobserve from thedatathatthereis asharpkneein theCDF
betweenabout1.2-1.8secfor mostgraphs.This meansthat there
are very few temporaryoutagesthat last longer than the knee-
point. To seethis moreclearly, we view thedatain anotherform.
We computethe rateof occurrenceof gapsof a given duration,
averagedacrossanentiretrace.Fig. 7(b) plots this rateof occur-
renceon a log scale,for variousvaluesof theoutagedurationon
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thex-axis.Evenin thelog scale,thereis a sharpkneearound1.2-
1.8secfor all the plots. We usethis setof datain two ways: (1)
we usethe distributions in Fig. 7(a) to model the distribution of
outageperiodson theInternet,and(2) we usetheempiricalvalue
of 1.8sec,assuggestedby theknee-pointsin eitherplot, asa time-
out to concludefailures. We now return our discussionof path
recovery time,but with theabove modelingof Internetfailures.

4.5 Performance under realistic Inter net failur e
behavior

In this experiment,we wish to studytwo things: (a) theextent
of spuriouspath restorationsunderrealistic Internetoutagepat-
terns,and(b) the performanceof our recovery messagingunder
realisticInternetpacket lossesasgiven by our tracesin the prior
section.Given the setof CDFsof outagedurationsin the earlier
section,we fail links in our overlay with a particularprobability,
for a particularduration,accordingto the distribution as in the
graph(Fig. 7(a)). For an overlay link in the testbed,we choose
oneof the18 distributionsat random.We have a �x edtimeoutof
1.8secto detectfailuresbetweena pair of overlaynodes.We now
run the sameexperiment,with the20-nodegraph,with a load of
300 pathsper clustermanager(total numberof pathsin the sys-
tem= ��� ������� ��������� ). We useonly theend-to-endrecovery
algorithmfor thisrun. Welet thesystemrunfor aperiodof 15min.

During the run, acrossall the54 edgesin thegraph,thereare
162outagesthatlast1secor more,of which32outageslast1.8sec
or more,and7 lastfor 20secor more.Thereare11,079end-to-end
recoveryattemptstriggered.This representsanaverageof about2
recoveriesperpathduringtheexperimentalrun. 10,974(99.05%)
of theserecovery attemptsweresuccessful.

For a numberof the shorteroutages,the outagetime itself is
comparableto therecovery time. Suchshortoutagesare,in some
sense,false-positivesthat triggerspuriouspathrestorations.Ide-
ally, theseshouldnot have triggeredany recovery – but this hap-
pensdueto our aggressive timeoutmechanismto detectfailures
quickly. To quantify the fraction of spuriouspathrestorationsin

our experimentalrun, we countthe numberof recovery attempts
thatwerea resultof a failurelastinglessthan3sec.

We �nd that,of the11,079recovery attempts,6,557(59.18%)
arecausedby suchshortoutages.This �gure of about60% for
thefractionof spuriousrestorationstriggeredmeritssomediscus-
sion. We �rst note that even if a recovery attemptis spurious,
applicationdata is not lost any more than during normal Inter-
net performance,without our recovery algorithms. This is be-
causethe original path is torn down only after the new pathhas
beenestablished.The only overheadof a spuriousrecovery at-
temptis in thecontrolmessagesintroducedby ourservicecompo-
sition layer. Thecontroloverheaditself is minimal,andcaneasily
be handledwith little additionalprovisioning in termsof cluster
managers,asshown in Sec.4.2. In absoluteterms,spuriouspath
restorationsand failuresthemselvesoccur infrequently. The av-
eragerateof occurrenceof failuresper link in our experimental
run is: �����
	���
������������ ��� ����������������� � ��� � 
�� ��� � ����� � 
�� �

��
!����� ��
 � ��� ����"
�#�
�$������� � . The rateof occurrenceof spuri-
ousrestorationsis even lower sinceonly a fractionof theoutages
representspuriousfailuredetections.Hencespuriousrestorations
area smallpriceto payfor thebene�tsof quick pathrecovery.

Referringto thegraphin Fig. 7(a),if wehadafailuredetection
time closeto 1secor less,we aremuchmorelikely to have many
spuriousrestorations.At 1secon the x-axis, we arenot yet yet
beyond the knee-point. On the otherhand,if we have a failure
detectiontimeoutmuchlongerthan1.8sec(beyondtheknee),the
numberof spuriouspathrestorationsmight go down, but we will
have a muchlongertime-to-detectionof failures. Sincewe have
amanageablefrequency of spuriousrestorationswith a timeoutof
1.8sec,this is a reasonabletimeoutto have for failuredetection.

An importantaspectof path restorations(including spurious
ones)is thatof systemstability. If theabsoluterateof occurrence
of pathrestorationsis high in thesystem,instability could result.
That is, pathscouldbeswitchedrepeatedly, with cascadingor al-
ternatingfailuresdue to overloadin portionsof the overlay net-
work. In ourexperimentabove,wedid notobserveany suchinsta-



bility. In retrospect,thereasonfor this is simple– our systemcan
easilyhandleloadsof 300paths/CM(which is whatwehadin the
experimentabove), and thereareno processingbottlenecksthat
drivethesystemto anunstablestate.However, athigherloads,the
rateof pathrestorations,andthefractionof spuriouspathrestora-
tions,couldbeimportantfactorsin thestabilityof thesystem.We
planto take a closerlook at this aspectin thenearfuture,usinga
morescalable,distributedemulationplatform.

Fig. 7(c) shows the CDF of the time-to-recovery of all the
paths.Note the �at region in the CDF, asin Fig. 5(b). This rep-
resentsa re-transmitof a control messageduring path recovery.
Suchre-transmitsare due to the Internetpacket losseswe have
modeledin this experiment. The plot indicatesthat over 90% of
the recoveriesarecompletedwithin 1sec.This representsthe re-
covery time underrealisticpacket lossasmodeledby our outage
periods.Sucha quick restorationrepresentsordersof magnitude
betterperformancethanInternetpathrecovery that takesseveral
tensof secondsto minutes[12].

4.6 Other sourcesof overhead

So far we have focusedon the pathrecovery algorithmcom-
ponentof our architecture.Theotherpiecesare(1) thepeer-peer
heart-beatandmeasurements,(2) the link-statepropagation,and
(3) thepathcreationalgorithmitself. The�rst consumesminimal
resources:theheart-beatis sentevery 300msin our implementa-
tion. And peer-peerlatency measurementsare doneonceevery
2sec.Thebandwidthconsumedby theseis miniscule.

The second,link-state propagation,is performedwhenever
thereis a changein the link-status(dead/live), or when thereis
a signi�cant changein the latency over the link. Apart from this,
wealsohaveasoft-statelink-statepropagationevery60secto han-
dledynamicgraphpartitions.Giventhenatureof latency variation
asdescribedearlier, suddenlargechangesin latency arerare. So
most link-state�oods aresentover the network dueto link fail-
uresor restorations.In theexperimentwe describedin theprevi-
oussubsection,150link-state�oods happenover theentirerunof
theexperimentlasting15min,notifying nodesof a link failureor
link recovery. Giventhatalink-state�ood meansasinglemessage
over eachlink in thegraph,thereareonly 150messagesper link
dueto these�oods over theentirerun. This is alsominimal. We
expectthis numberto increaselinearly asthenumberof edgesin
thegraphincreases.This is not too badhowever, sincewe do not
stipulatea completegraphfor theoverlaynetwork asin [4].

Anotherpossiblesourceof overheadis thegraphcomputation
involved during pathcreation. In fact, the samegraphcomputa-
tion is invoked during pathrecovery aswell. The complexity of
Dijkstra's algorithm is � � ����
 ��� 
 , where � is the numberof
edgesand � is thenumberof nodesin thegraph. Thecomplex-
ity of our �	� 
 ��
 stagemodi�cation is �	� 
 ��

��� ������
 ��� 
 .
In our implementation,this algorithm performsquite well. We
performedmicro-benchmarkstudies(notanemulationrun)of this
algorithmalone,with a 6,510-nodeoverlaynetwork, with 20,649
edges.On thecon�guration of our clustermachines,thecompu-
tation takesabout50ms,andonly about3MB of memory. This
�gure of 50mscouldbesigni�cant overheadif thiscomputationis
donefor every pathrecovery. However, we performanoptimiza-
tion thatwetermpathcaching. Werunthealgorithm,andstorethe
resulting“tree” structurefor requestsfor pathcreation/recovery in

thenearfuture. We storeonesuchtreefor every kind of service-
level path(notevery client pathsession).Weupdatethis treeonly
whenthegraphstatechanges– i.e.,only 150times,oncefor each
link-stateupdate,duringourexperimentalrun in theprevioussub-
section. Sincewe do not run this algorithm for every pathcre-
ation/recovery, this is nota sourceof bottleneck.

4.7 Summary

In summary, our resultsshow that failurerecovery canbeper-
formedin our overlaynetwork of serviceclusters,within 1secfor
over 90% of client sessions(Sec.4.5). Our trace-data,and the
experimentsusingthoseshow that failure detectioncanbe quite
aggressive, with a timeout as low as 1.8sec,with an infrequent
occurrenceof spuriouspathrestorations– aboutoncean hour in
our experiments.Hence,overall, pathscanrecover from outages
within about � 
 ��� ������� � seconds.Thiswouldbeof tremendous
useto applicationssuchasvideo streaming– without our mech-
anismsfor recovery, client sessionscouldexperienceoutagesthat
last for several minutes[12]. This �gure of 2.8 secondsis de�-
nitely goodenoughfor real-time,but non-interactive applications,
which usuallybuffer about5-10secof data.For interactive appli-
cations,this may not be perfect,but would provide signi�cantly
betterend-userexperiencethanwithoutourrecoverymechanisms.

Ourdatashowsthatthereisnobottleneckwith thecontrolmes-
sageprocessinginvolved duringpathrecovery, so far aswe have
beenableto scaleour emulationtestbed.We exploredtheuseof
local recovery – while this resultsin quicker recovery underlow
load, the local natureof the recovery could lead to sub-optimal
pathmetricfor therecoveredpath.

5 RelatedWork

Theideaof servicecompositionitself is notnovel, asimpleex-
amplebeingunix piping. TheTACCproject[10] developedmod-
els for fault-toleranceof composedserviceswithin a singleclus-
ter. The solution is basedon monitoringusingcluster-managers
andfront-ends.Apart from theTACC model,cluster-basedsolu-
tions for fault-tolerancehave beenstudiedfor otherkinds of ap-
plicationsaswell. TheActive Services[3] modelusesa soft-state
mechanismfor maintenanceof long-lived sessions.The LARD
approach[14] doesload-balancingof client requestsfor a web-
server within a cluster. However, suchcluster-basedapproaches
donotaddressperformanceor robustnessacrossthewide-area.

In thecontext of web-servers,theproblemof selectinganap-
propriateserviceinstancein thewide-areabasedon network and
serverperformancehasbeenstudiedby earlierapproaches[17, 9].
However, for composedservices,we have multiple “legs” of the
service-level path,andwe needto optimizethe overall composi-
tion, andnot just oneleg of it. Also, web-server selectionmecha-
nismsdo not addressfail-over for long-livedsessions,sinceweb-
sessionstypically lastfor a shortperiodof time (a few seconds).

Routingaroundfailures(above the IP level) in the wide-area
hasbeenaddressedin other contexts. Content-addressablenet-
works [16] provide an overlay topologyfor locatingandrouting
towardsnamedobjects.TheRON project[4] alsousesanoverlay
topologyto routearoundtemporaryfailuresat theIP level. In the
speci�c context of video delivery, packet-pathdiversity hasbeen
usedasa mechanismto getaroundfailuresin [5]. However, these



mechanismsarenotapplicablefor composedservices– with com-
posedservicesthereis the constraintthat the alternaterecovery
pathhasto includethecomponentservicesaswell.

The IETF OPESgroup [1] de�nes an architecturefor “open
services”that canbe “plugged”, or composed.However, this ar-
chitecturedoesnot includemechanismsfor recoverywhenacom-
posedsessionfails. ALAN [11] proposesapplication-layerrouting
by proxylets. Theoperationalmodelthereis differentin that the
proxyletscanbe dynamicallycreatedandmoved around. In our
case,theservicesaredeployedby differentserviceproviders,and
are heavy-weight in nature. Also, ALAN doesnot have quick-
recovery from failuresasoneof its goals.In ourwork, wespeci�-
cally evaluatetherecovery aspectof thesystem.

A uniqueaspectof our work is theuseof anemulation-based
testbedfor evaluation.Most systemsin thenetworking world are
evaluatedusingeithersimulationsor realexperiments– neitherof
theseapproachesis suitedfor ourpurposes.Ouremulationtestbed
usingtheMillennium clusterof machineshasallowedbettermod-
eling thansimulations,andmorecontrolthanrealexperiments.

6 Conclusionsand Ongoing Work
We startedwith thegoalof beingableto composeservicesin

arobustfashion,providing recoverymechanismsfor long-running
client sessions.Our architecturefor this is basedon an overlay
network of serviceclusters.In this paper, we have evaluatedour
architecturefor its primary goal of quick recovery of client ses-
sions. Our approachis basedon a systemdistributedacrossthe
wide-areaInternet.Its evaluationpresentsachallengesinceasim-
ple simulation-basedapproachwould not only have beenunreal-
istic, but would also have failed to identify the bottlenecksin a
realsystemimplementation.Developingandmaintaininga large
scaletestbedacrossthewide-areaInternetwould have beencum-
bersome,andwould not have beensuitedfor a controlleddesign
study. Ouremulation-basedapproachhasallowedacontrolledde-
sign studywith a real implementation.The control overheadin
our softwarearchitectureis minimal,andrequireslittle additional
provisioning. Our trace-driven emulationshows that our recov-
ery algorithmscanreactwithin 1secfor most (over 90%) of the
clientsessions.Network failuredetectionitself canbedonewith a
coupleof seconds,with a manageablefrequency of spuriouspath
restorations.Ourongoingwork includesimproving ouremulation
testbedto performfurtherscalingexperiments,andto studyissues
of load-balancingandstability in pathrestoration.We have also
developeda setof composableservices[15]; we plan to test the
usefulnessof our recovery algorithmsfor theseapplications.
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