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Abstract

ContentDistribution Networks (CDNSs) attemptto im-
prove Web performanceby delivering Web contentto
end-userdrom seners locatedat the edgeof the net-
work. An importantfactor contrituting to the perfor
manceimprovementis the ability of a CDN to select
senersin the proximity of the requestingclients. Most
CDNs today usethe Domain Name System(DNS) to
malke suchsener selectiondecisions. However, DNS
providesonly the IP addressof the client's local DNS

sener to the CDN, ratherthanthe client's IP address.

Therefore,CDNs usingDNS-basedsener selectionas-
sumethatclientsare“close” to theirlocal DNS seners.

To quantifythe proximity betweertlientsandtheirlocal
DNS seners,we proposea hovel, precise andef cient

techniquefor nding the association®f client to local
DNS seners. We collectedmorethan4.2 million such
uniqueassociationin threemonths.Fromthis data,we
studytheimpactof proximity on DNS-basedener se-
lection usingfour differentproximity metrics. We con-
cludethat DNS is goodfor very coarse-grainedener
selection,since 64% of the associationdelongto the
sameAutonomousSystem.DNS is lessusefulfor ner-

grainedsenerselectionsinceonly 16%of theclientand
local DNS associationgrein the samenetwork-awae
cluster[13] (basedon BGP routinginformationfrom a
wide setof routers). As an applicationof this method-
ology, we evaluateDNS-basedsener selectionin three
of thelargestcommerciallydeplojed CDNsto studyits

accurag.

1 Intr oduction

Creatingand managinga high-performance]nternet-
scaleWeb serviceis a formidable challengeinvolving
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deployment of multiple Web senersin stratgjic loca-
tionsthroughoutthe network. Theintroductionof Con-
tent Distribution Networks (CDNs) hasallowed organi-
zationsto overcomethis challengeby outsourcingthe
distribution of their Web content. With CDNs, content
providersneedonly to supplyan origin Web sener —
the CDN distributesthe contentto endusersthrougha
setof CDN senersit hasdeplgedin the network. Ide-
ally, this reducesWeb responseaime and download la-
tenciesin additionto providing overloadprotectionand
bandwidthsavings.

In awell-designedCDN, senersareplacedo avoid con-

gestedinks andslow network paths.WhenaWebclient

requestgontentthe CDN dynamicallychooses sener

to routetherequesto, usuallyonethatis appropriately
closeto the client. Note that this dynamic CDN re-

guestrouting is an extra stepthatis not necessaryor

stand-alonéNeb seners. Efcient CDN sener selec-
tion allows CDNsto overcomethe extra overheadf the

dynamicrouting stepby taking advantageof improved

connectvity to theenduser CDN sener selectionap-

plies for both staticand dynamiccontent. In the latter

case contentcanbe dynamicallyassembledt the edge
seners[1].

CDNstypically performdynamicrequestrouting using
the Internets Domain Name System(DNS) [11]. The
DNS is a distributeddirectorywhoseprimaryrole is to
map fully quali ed domainnames(FQDNSs)to IP ad-
dressesTo determinean FQDN's addressa DNS client
sendsarequesto its local DNS sener. Thelocal DNS
sener resoles the requeston behalf of the client by
gueryinga setof authoritatve DNS seners. Whenthe
local DNS sener receives an answerto its request,it
sendgheresultto theDNS clientandcachest for future
gueries EachDNS recordhasatime-to-live (TTL) eld

thattellsthelocal DNS senerhow longit maycachehe
result.

Normally, an authoritatve DNS sener's association
from FQDNSsto IP addressess static. However, CDNs



usemodi ed authoritatve DNS senersfor CDN sener

selection. The resultsof a DNS queryto one of these
DNS seners may vary dynamicallydependingon fac-
tors suchasthe sourceof the requestandthe condition
of thenetwork. Typically, the CDN's authoritatve DNS

sener mapsthe client's local DNS sener addresdo a
geographigegion within a particularnetwork andcom-
binesthat with network andsener load informationto

perform CDN sener selection. To enablefastreaction
to dynamicresourcehangestheanswereturnecby the
CDN's DNS sener hasa small TTL. This approachs

largely transparento the client, andworks for any Web
content(includingbothHTML andstreamingmedia).

AlthoughDNS-basedener selectionis transparenand
general,it hastwo inherentlimitations [15, 4]. First, it
is basedn theimplicit assumptiorthatclientsareclose
to their local DNS seners. The CDN DNS sener per
forming dynamicrequestouting only hasaccesgo the
client'slocal DNS sener's P address—itloesnotknow
the client's own IP address.However, the assumption
thatclientsare closeto their local DNS sener may not
be valid. For example,the client might be usinga lo-
cal DNS sener hierarcly in which the outermostiocal
DNS sener thatcommunicatesvith authoritatve DNS
senersmay befarremovedfrom clients;theclient may
have beencon gured with alocal DNS sener which is
far away; or the client may be usinga secondaryocal
DNS senerthatis moredistantfrom it thanits primary
local DNS sener. Therefore usingonly thelocal DNS
sener informationto selectCDN senershastheinher
entrisk of selectinga senerfartheraway from theclient
thanotheravailableCDN seners.

Thesecondnherentlimitation of DNS-basedener se-
lectionis thata singlerequesfrom alocal DNS sener
canrepresentiffering numbersof Web clients— this
is calledthe hiddenload factor [8]. The hiddenload
hasimplicationson a CDN's load balancingalgorithm.
For example,a DNS requestfrom a local DNS sener
of a large ISP may resultin mary more Web requests
thana DNS requestrom alocal DNS sener of a small
site. CDNsneedto be ableto properlyweighindividual
DNSrequestso distribute Webrequestamongits CDN
seners. If the hiddenload factorsareknown, load bal-
ancingalgorithmsdescribedby Colajanni,et al. [7, 8]
can be easily deployed to achieve betterload distribu-
tion. On the otherhand,if the hiddenload factorsare
notknown, ne-grainedrequestistribution maybe dif-
cult.

We studythe extentof the rst limitation andits impact
on CDN sener selection. To this end, we developeda
simple, non-intrusve, and ef cient mappingtechnique

to determinethe associationdetweenclientsandlocal
DNS seners. We deployed this techniqueon several
sitesto collect an extensize datasetwhich we useto
studytheimpactof proximity on DNS-basedener se-
lection usingfour differentproximity metrics. We con-
cludethat DNS is goodfor very coarse-grainedener
selection,since 64% of the associationdelongto the
sameAutonomousSystem(AS). DNS is lessusefulfor
ner-grainedsener selection sinceonly 16% of clients
useDNS senersin thesamenetwork-awae cluster[13]
(basedon BGP routing information). We alsomeasure
the CDN sener distribution of severalreal-world CDNs
to evaluatewhetherthe proximity of a clientto its local
DNS senerleadsto potentiallysuboptimalCDN sener
selectiondecisiondn practice.Ourtechniquecouldalso
be usedto determinehiddenloadfactorsby associating
theHTTPrequespatternin theWebsenerlogswith the
DNS requesinformation.

Ourwork makesthefollowing contributions. We devel-
opeda novel measuremennethodologyand architec-
ture for accuratelycollecting local DNS sener IP ad-
dresse®f Web clients. We demonstratedts successful
deploymenton several sitesincluding a large commer
cial site and throughthe collection of a hugedatabase
of associationsBasedon this data,we did anextensve
analysisof the proximity betweerclientsandtheirlocal
DNS seners and discovered that signi cant improve-
mentin proximity is possibleby con guring clientsto
usea closerlocal DNS sener. Finally, we evaluatedthe
impactof the proximity betweenclientsandtheir local
DNS senerson sener selectionin threeof the largest
commerciallydeployed CDNs. We concludethat DNS
is goodfor very coarse-grainedener selectionput less
suitablefor ne-grainedrequestdistribution.

Therestof the paperis organizedasfollows. Section2
describesour methodologyand measuremengetupfor
gatheringDNS client associationsln Section3, the as-
sociationresultsare analyzedin detail to evaluatethe
proximity betweenthe client andits local DNS sener.
Then, in Section4 we study the impact of proximity
evaluationon DNS-basedener selectionin threeof the
largestcommerciallydeployed CDNs. Relatedwork is
coveredin Section5. In section6, we discussfuture
work. Section7 concludes.

2 Experimental methodology

In this sectionwe describeour novel techniquefor de-
termining a Web client's local DNS sener. Thisis a
necessaryrst stepin measuringhe closenessf clients
to their local DNS seners. We alsoevaluatethe impact



of ourtechniqueon enduserperformancelater, in Sec-
tion 5, wewill explainhow ourtechniquds asigni cant
improvementover relatedprevious work in termsof ef-
ciency, nonintrusvenessandaccurag.

2.1 Measurementsetup

Therearethreemain componentsiecessaryo useour
technique: a specializedauthoritatve DNS sener, an
HTTP redirector anda one-pixel embeddedransparent
GIF image. To obtaina client populationwe solicited
volunteeWebsites.All thevolunteershadto doto par
ticipatein our studywasto adda link to our one-pixel
transparenGIF to the endof oneor moreof their com-
monly accessetlVebpages Assumingtheexperimentis
hostedby usatexample.com , thisinvolvesaddingthe
following HTML codetowardsthe endof awebpage:

<img src="http://xxx.rd.example.com/tr.gif"
height=1  width=1>

To allow usto easilyaccounfor hitsfrom differentsites,
eachparticipantreplacesxxx in the URL with a site
identi er'. This allows usto easilyaddadditionalvol-
unteersiteswithout having to make ary changeso our
Webor DNS sener con guration.

When a Web client loadsthe one-pixel embeddedm-
age, our techniqueallows us to matchthe addressof
the local DNS sener resolving host nameson behalf
of the client with the addresf the client itself. This
processs shawvn in Figure 1. First, the client attempts
to get the image from xxx.rd.example.com —
our HTTP redirector Ratherthan servingthe image,
theredirectordetermineghe client's IP addressandis-
suesanHTTP redirectto ipCLI.cs.example.com ,
where CLI is replacedwith a string encodingthe IP
addresof the client (step2). Next, the client contacts
its local DNS sener to resole this domainname(step
3). Theclient's local DNS sener attemptsto resolhes
ipCLI.cs.example.com by sendingaDNSrequest
to our authoritatve DNS sener (step4). At this point
our authoritatve DNS sener logs the IP addresof the
local DNS sener and the client IP addressembedded
within the query It thensendsthe addresof the con-
tent sener hostingthe imagebackto the client's local
DNS sener (step5). This resolutionis passedn to the
client (step6), which retrievestheimagefrom the con-
tentsener (steps7 and8).

10our authoritatve DNS sener [6] allows hostnamesto be wild-
carded sowe cansetanaddresdor *.rd.example.com
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Figurel: Embeddedmagerequessequence

This measuremenmethodologyhas a limitation for
clientsthat do not fetch inlined imagesand thosethat
abortthepagedownloadproces$eforethe DNS resolu-
tion is madefor theembeddedmage.In thesecaseswe
areunableto collecttheirlocal DNS senerinformation.

Note that in somecases,a local DNS sener hierar-
chy may exist. The local DNS sener recordedin our
measuremernis the outermostiocal DNS sener which
directly contactsthe authoritatve DNS sener for the
example.com domain. In DNS-basedsener selec-
tion, the CDN's DNS sener only seeghe outermosto-
calDNSsener. In this study this outermosDNS sener
is whatwe referto asthe“local DNS sener”

Thismeasuremerapproachs fully deterministiclt col-
lectsoneassociatioreachtime a new client visits a site
with the embeddedmage. Multiple pageson the same
site, or subsequentisits to the samepage,may result
in repeatedetrievalsof thecalibratingimagedepending
ontheclient's cachingpolicy.

Note thatthe redirectoralsologs client requests— this

information can be correlatedwith the DNS and web

sener logs to obtainthe hiddenload factors. Statistics
on client browsing characteristicgan also be gathered
from theHTTP headersn theredirectorog.



Tablel: Keynoteimageoverheadneasurements

Table2: Participatingsitesin the study

Location Avg downloadlatengy (sec) | Increased Site | Type # of 1-pixel | Duration
withoutimage { with image | overhead imagehits
World wide 1.17 1.31 12% 1 att.com 20,816,927 2 months
usS 1.04 1.14 10% 2,3 | Personapages
(commercialdomain) 1,743 | 3 months
4 Researctab 212,814 | 3 months
5-7 | Universitysites 4,367,076 3 months
2.2 Measurementimpact 8-19 | Personapages
(universitydomain) 26,563 | 3 months

Becauseave proposeto useour measuremernnfrastruc-
tureon aproductionWebsite, it is importantto evaluate
itsimpactonthesenerperformancendotheraspectof
its operation.The additionaloverheadour measurement
techniguamposeson Web client performancas there-
trieval of the transparenimage, including the HTTP
redirectand extra DNS requests.Becausghe imageis
transparentjt doesnot visually affect the page. Fur
thermore theimageis smallin size—43bytes—which
keepgheaddedelayto aminimum.Wealsoencourage
participantgo includetheimageattheendof theHTML
pagecontainingit; thereforeprowserswill normallyre-
guestit last. Thus,the extra lateng associateavith the
imageis usually hiddenfrom the users Web browsing
experience.Anotheradwantageof the small size of the
imageis thatwhentheimageis not availablefor down-
load,it doesnot affectthevisualappearancef the Web
pageatall.

Our customHTTP redirectoris a single-threadedyon-
blocking, 300-line C program. The redirectorresponds
to all Web requestswith a “302 Moved Temporarily”
HTTP redirectto a URL with theclient's IP addresem-
beddedn it. Dueto the smallsizeandoverheadof the
redirector we found it to be highly reliable and more
responsie thanastandardVebsener.

To validatethe claim of a smallincreasen lateng, we

measured simple Web pagewith Keynote[2] to com-
parethe download time with and without the embed-
ded calibratingimage. Keynote probesare locatedin

25 citieswithin theUS and10 citiesoutsidethe US.The
Web pagewe measuredhada total sizeof 39 Kbytesin-

cluding 13 imagesandwasacceleratedy a CDN. The
increasedoverheadpercentages thereforehigherthan
we would expectfor a regular unacceleratetiVeb page
with moreembeddedmages.Table1 shovsthatthein-

creasedoverheadaveragedessthan 140 ms, which is

10-12%of thetotal downloadtime.

We also testedour systemto seewhat would happen
in the event of a failure of the redirector image con-
tent sener, or DNS sener. We found that the impact

Table3: DNSandHTTP log statisticsfor all sites

| Type | Count |
Client-LDNSassociations 4,253,157
HTTPrequests 25,425,123
UniqueclientIPs 3,234,449
UniqueLDNS IPs 157,633
Client-LDNSassociationsvhere
clientandLDNS have thesamelP address 56,086

of failure on the useris minimal. We testedthe failure
of thesethreecomponentsisingMicrosoft InternetEx-
plorer (MSIE) 6 and NetscapeNavigator 6 and found
that thosebrowserswill rst load the restof the Web
pageand then time out while trying to fetch the im-
age? Thereis no visible changeto the Web pageor
ary pop-uperror messagehowever, the Netscapdogo
or MSIE browserlogowill provide visualfeedbackuntil
thebrowsertimesout.

3 Analysisresults

We conductedour measuremenstudy for aboutthree
months, and nineteenWeb sites participated, as de-

scribedin Table2. We classifythesesitesinto two cate-
gories: commecial (sites1-3) andeducational(sites4-

19). Asweshaw in Section3.1,theclientandlocal DNS

associationgisiting thesetwo siteshave very different
characteristics.For easeof discussionwe use LDNS
to represent local DNS sener. A total of 4,253,157
uniqueclientandLDNS associationsverecollected.Ta-

ble 3 presentghe statisticsof the DNS sener and the

redirectorlog for all sites.

To studythe proximity betweenthe client andits local

2We testedwith the default settingwithout ary specialoptions.
Someolderversionsof bothbrowserswerealsotestedgiving thesame
behaior.



DNS sener, we usethefollowing four metrics.

AS clustering. AutonomousSystem(AS) cluster

ing refersto observingwhethera client is in the
sameAS asits local DNS sener. An AS is are-

gion undera single administratve control. A sin-

gle AS mightcontainanentirebackboneor alarge
corporationwhich might spanmultiple continents.
Therefore AS-basedtlusteringis the mostcoarse-
grainedmetricwe use.

Network clustering. Thismetricobseneswhether
aclientisin thesamenetwork-awae cluster(NAC)
asits local DNS sener, where network clusters
areidenti ed by thenetwork-awag clusteringtech-
nique [13] usingpre x entriesfrom BGP routing
table snapshotdérom a wide setof routing tables.
Longestpre x matding is usedto map clientsto
network clustersidenti ed by anetwork pre x. All
the clients within a network clusterare topologi-
cally closetogetherandwith a high probability be-
long to the sameadministratve domain.Validation
tests(in [13]) usingnslookupandtraceiouteshav
that the accurag of network clusteringis above
90% acrossall the Web logs from the study by
Krishnamurtly and Wang. Network clusteringis
muchmore ne-grainedthanAS clustering[12].

For both AS andnetwork clustering,BGP pre xes
andtheassociatiomnf IP CIDR blocksto ASeswere
extractedfrom an extensve setof BGP tablescol-

lected on May 27, 2001 from the sourceslisted
by Krishnamurtly and Wang[13] and Telstraln-

ternet[5]. Therearea total of morethan440,000
uniqueroutingentries.

Traceroute divergence. This metric, usedprevi-
ouslyin [15], is basedon the length of divergent
pathsto the client andits local DNS sener from a
probepointusingtraceoute It is de nedto bethe
maximumnumberof disjoint network hopsfrom a
probelocationto theclientandits LDNS.

Round-trip time correlation. This metric, used
previously in both[15] and[4], refersto examin-
ing the correlationbetweerthe messageound-trip
timesfrom a probepoint to the client andits local
DNS sener.

AS clustering,network clustering,andtraceroutediver
genceare topology-orientedmetrics, while round-trip
time correlationis a performance-orientethetric. AS
andnetwork clusteringare passie, requiring no active
probing. The othermetricsarehighly dependenon the

Table4: Aggregatestatisticsof AS/network clustering

Metrics #of client | #of LDNS | total# of
clusters clusters| clusters

AS clustering 9,215 8,590 9,570

Network clustering 98,001 53,321 | 104,950

probelocations. To obtainan exhaustve evaluationof
proximity, we includeall four metricsin our study

3.1 ASand network clustering

Table4 shows the aggreate statisticsfrom the datawe
collected—thenumberof clusterscontainingclients,the
numberof clusterscontaininglocal DNS seners, and
the total numberof clusters. We note that from daily
routingtableanalysisfrom severalmajorISPs[9], upto
12,000unique ASeswereidenti ed asbeingin useon
November12, 2001. The theoreticallimit on the pos-
sible numberof ASesis determinedby the 16-bit AS
identi er, resultingin a total of 64K ASes. Thus, we
obsenred closeto 80% of ASesthatwereidenti ed on
Novemberl2,2001andcloseto 15% of thetotal possi-
ble ASes.With regardto network clustersthemaximum
numberof network clusterds 440K, sincewe used440K
uniquepre xes.A onedayextractfrom the 1998Winter
Olympic Gamessenerlog has9,853clientclusterd13].

Thus,our measuremerdatacontainscloseto tentimes
asmary client clustersfrom oneday of a popularWeb
senerlog andcloseto 25%of all possiblenetwork clus-
ters.We concludethatthe datawe collectedis extensie
and covers a signi cant numberof ASesand network
clusters.

Table 5 shaws the percentagef client-LDNS associa-
tions sharingthe sameclusterfor clientsvisiting educa-
tional sites,commercialsites,andall sitesin our mea-
surementstudy We obsenre that clients visiting edu-
cationalsiteshave betterproximity to their local DNS
senersusingthe network- and AS- clusteringmetrics.
This is expectedsincemost of theseclientsalsocome
from universities,which generallyhave a denserdistri-
bution of local DNS senersandbetterlocal DNS con-
gurations than commerciallSPs. Becausehe major
ity of our log resultsfrom hits to the commercialsites,
the proximity valuesfor clientsvisiting all participating
sitesare very closeto thosevisiting commercialsites
alone.BecauséCDNsaremostlikely to accelerateom-
mercialsites,we believe our client mix is representatie



Table5: Percentagef client-LDNSassociationsharingthe sameclusterclassi edaccordingo thetypesof domains

visitedby theclients

Metrics ClientIPs HTTPrequests
educational] commercial| combined| educational] commercial| combined

AS cluster 70% 63% 64% 83% 68% 69%

Network cluster 28% 16% 16% 44% 23% 24%

of clientsvisiting a CDN-acceleratedite. In thefollow-
ing discussionwe considerlientsvisiting all participat-
ing sites.

Using AS clustering 64% of distinctclient-LDNSasso-
ciationssharethe sameAS. Thus,morethanhalf of the
clientsusea local DNS sener in the sameAS. This is

expected,sinceit is commonfor an administratie do-

mainto runits own DNS sener. If userscon gure their
DNS settingscorrectly they typically usethe LDNS in

their administratve domainby default. About 69% of

the HTTP requestcomefrom clients usingan LDNS

sener in the sameAS cluster This meansclientswith

LDNS in thesameAS areslightly moreactive thanthose
thatuseanLDNS in anotherAS.

Theaboveresultsindicatethatin about64%of thecases,
CDNscould selectappropriatesenersusingDNS redi-

rectionwith the granularityof ASes. Thus, evenif a

CDN deplgyedacachen every AS in theworld, it could

selectthe closestcacheaccordingio the AS metriconly

in 64% of the cases.However, AS clusteringdoesnot

revealhow well redirectionworksfor ner-grainedoad-

balancing.An AS canspanlarge geographicafegions,
causingnetwork delaysbetweentwo hostswithin the

sameAS to be relatively high. For ner-grainedload-

balancingit is thereforeimportantto considernetwork

clustering,which groupstogetherlP addressethat are
closetogethertopologically andlikely to be underthe

sameadministratve domain.

The obsenations using network clusteringare signi -
cantly different from the AS clusteringresults. Only
16% of the client-LDNS associationsre in the same
network cluster This shawvs thatmostclientsarenotin
thesameroutingentity astheirlocal DNS seners. If the
HTTP requestcountis taken into account,about24%
of theHTTP requestsn our logsoriginatedfrom clients
thatusedan LDNS in the samenetwork cluster Again,
the differencebetweenthesetwo numbersdemonstrate
thatclientswith LDNS in the samenetwork clustersare
moreactive thanthosewith LDNS in adifferentnetwork
cluster

Overall, theseresultsindicatethat DNS-basededirec-
tion cancon dently selectappropriateCDN senerswith

thegranularityof anAS. However, for CDNswith mul-

tiple senersin the sameAS, the selectionmay not be
asaccurate.If thereis a CDN sener in eachnetwork

cluster thenDNS-basededirectionwill only selectthe
CDN sener in the samenetwork clusteras the client
about24%of thetime.

3.2 Traceroute divergence

Another metric to evaluatethe proximity betweenthe

client andits local DNS sener is the maximumnum-

ber of disjoint network hopsfrom a probelocationto

the client andits local DNS sener. In [15], this met-

ric is referredto as the traceioute cluster size The

smaller the cluster size or traceoute divergence the

closertheclientis to thelocal DNS sener. In mary of

our tracerouteaesults,we found thatthe network routes
from the probesite to the client andits LDNS diverge

and corverge multiple timesdueto routerload balanc-
ing. We usethelastpoint of divergenceasthereference
for calculatingdisjoint network hops. For example,Ta-

ble 6 shavs the network routesobtainedby performing
tracerouteto the client 112.74.197.163andits LDNS

112.25.195.1.We usehop 11 insteadof 2 asthe point

of divemgence. Thus, the traceroutedivergencein this

exampleismax(14 11,13 11)= 3.

We selectedfour probe sites representingcandidate
CDN seners and performedtracerouteto a sampleof
clientsandlocal DNS senersfrom thelog. Thesample
consistsof 48,908client-LDNS pairs or 66,975IP ad-
dresseslt is obtainedby randomlyselectingoneclient-
LDNS pair from the top half of the client network clus-
tersgeneratinghe mostHTTP requestsThe numberof
client-LDNS pairs reachedby an individual probesite
rangesfrom 9,878to 11,935. In about20% of these,
both the client andthe LDNS belongto the samenet-
work cluster And in about75% of these poththeclient
andthe LDNS belongto the sameAS cluster

3For privagy concernsthe IP addressebave beenanorymized.



Table6: Traceroutalivergence

1112.0.1.16 ms
2112.124.182.18ms
3112.123.1.10 ms
4112.122.1.148 ms
5112.122.2.1725ms
6112.122.2.2082ms
7112.122.2.4B4ms
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Figure 2: Proximity evaluationusing traceroutediver
gence

Figure2 shavs the cumulatize distribution of traceroute
divergencefor the sampledclient-LDNS pairs. About
14%of themhave traceroutalivergenceof 1. Themean
divergencevariesfrom 5.8to 6.2dependingntheprobe
site, andthe mediantraceroutedivergenceis 4 from all
four probe sites. This meansthat a large fraction of
clientsaretopologically quite closeto their local DNS
senersusingthe hop countmetric. At most30% of the
client-LDNS pairshave traceroutedivergenceof size8.
This resultis slightly inconsistentwith the resultsde-
scribedby Shaikh,et al. [15] consideringl,090client-
LDNS pairs of dial-up ISPs. We believe that the dif-
ferencecanbe explainedby the factthatour resultsare
basedntheanalysisof amuchlargersetof populations
visiting bothcommercialandeducationasites.

Theabsolutevaluesof traceroutadivergencemaynotbe
completelyindicative of the proximity of a client to its

07k " — probe site 1 (NJ, UUNET)
B = probe site 2 (NJ, AT&T)

= = probe site 3 (Columbus, Ohio)

06F g 1+ probe site 4 (Berkeley, CA)

Cumulative distribution frequency

0 5‘; 1‘0 1‘5 2‘0 25
Path length ratio (common/disjoint)

Figure3: Ratioof commonto disjoint pathlength

local DNS sener. In Figure 3, we plot the ratio of the
commonpathlengthto the disjoint pathlengthfrom a
probesite. Usingtheterminologyof Shaikh,etal. [15],
thecommonpathlengthis the minimumnumberof net-
work hopsof the sharedpathfrom the probesite to the
local DNS sener and the client beforetheir pathsdi-
verge. For example,the commonpathlengthof client
112.74.197.16&ndits LDNS 112.25.195.1(shown in
Table6) is min (11;11) = 11. Thedisjoint pathlength
is the maximumnumberof network hopsof the diverg-
ing paths. In this example,the divergentpathlengthis
max(14-11,13-11)=3. Again, we usethe last point of
thedivergenceasthereferencepoint. For all probesites,
lessthan 34% of the client-LDNS pairs have disjoint
pathsat leastaslong asthe commonpath. This means
that at least66% of client-LDNS pairshave a common
pathaslong asor longerthantheir disjoint path. This
metric implies that most clients aretopologically close
to their LDNS asviewedfrom arandomlychoserprobe
site.

3.3 Round-trip time correlation

SomeCDNs selectseners basedon the round-trip la-
tengy betweenthe CDN sener and the client's local
DNS sener[15]. It is thereforeimportantto understand
the correlationbetweenthe round-tripdelayto a client
andto its LDNS from athird location.

To comparewith the resultspresentedn [15], we study
how theround-tripdelaysto theclientandits LDNS de-
terminetheaccurag of the CDN sener selectionbased
on round-trip delaysto the LDNS. Since our dataset
consistsof more than 4.2 million pairs of client and



LDNS, muchlarger thanthat presentedn [15] (1,090
pairs),we expectsomedifferencesLet t. andt}, bethe
round-tripdelaysbetweertheprobesitei andtheclient,
andbetweerthe probesitei andtheclient's LDNS, re-
spectiely. We askthequestiorwhethert < t!; implies
t. < t.. Dependingon thelocationsof two probesites
i andj, thepercentagef violationsrangedrom 17%to
38%. For instanceamongthe 9,360client-LDNS pairs
respondingo traceroutefrom both probesite 1 and 2,

about38% violate this assumption.This implies that if

one selectsbetweentwo CDN senerslocatedat probe
sitesl and2 basedntheround-tripdelaysto theLDNS,

the decisionswould be suboptimal38% of the time for

the setof clientsconsideredasedon the round-tripde-
lay metric. Ontheotherhand,amongthe 7,895pairsre-
spondingo traceroutdrom bothprobesite2 and4, only
17%violatethisassumptionThis meanghatthis metric
is highly dependenbn probelocations.However, it is a
reasonablenetricfor useto avoid really distantseners.

Anotherinterestingquestiorto answelis whetherif two
CDN seners are roughly an equal distancefrom the
LDNS basedon the round-trip delay the sameholds
from the client's perspectie. Thus, we ask whether
jty thj  wimpliesjt, tLj w,wherew isasmall
number(e.g.,a 10 msthresholdwasusedby Shaikhet
al. [15]). In the sampleof our study it holdsin 44—-75%
of the casesdependingon the probesites. This num-
beris biggerthanthe previously obtainedresultof 12%
in [15].

3.4 Improvedlocal DNS con guration

For the client and local DNS associationghat are not
in the samenetwork cluster we askwhetherthereexist
ary local DNS senersin thoseclusters.From our log,
we collecteda setof local DNS seners. Thus,assum-
ing the clients have accesdo thoselocal DNS seners
in their network clustersjt is interestingto examinethe
degreeof improvementif all LDNS senerswereused
optimally. This assumptioris not unreasonablesince
mostIP addressem the samenetwork clusterareunder
the sameadministratve control. From Table 4, we can
calculatehenumberof client ASesandnetwork clusters
wheretherearenolocal DNS senersasobsenedin our
log. Thereare9;570 8;590= 980suchAS clusters,
and104 950 53;321= 51; 629suchnetwork clusters.
Table 7 compareghe improved percentagesf client-
LDNS associationandHTTP request$n thesameclus-
terwith theoriginal results.If theclientsin ourdatacur-
rentlycon guredto useaLDNS in adifferentclusterare
allowedto useanLDNS in the samecluster thenatleast
92% of the HTTP requestsomefrom clientsusingthe

Table 7: Improvementof the percentagef the client-
LDNS associationsharingthe sameclusterusingopti-
mal LDNS assignment

Metrics ClientIPs HTTPrequests
Original | Improved | Original | Improved

AS cluster 64% 88% 69% 92%

Network cluster 16% 66% 24% 70%

LDNS in the sameAS cluster Thatnumberis 70% for
network clusters.

3.5 Clients using multiple local DNS servers

SomeclientIP addresse our dataareassociateavith
multiple LDNS IP addressesThis may happendueto
the following reasons: (1) The rst LDNS sener the
client contactstimes out and the secondLDNS sener
is contacted. (2) The client's LDNS sener is con g-
ured by a DHCP sener that assignsthe LDNS sener
IP addresse$rom a setof addressedn a round-robin
fashion. (3) A client may be con gured to round-robin
amongmultiple LDNS seners.(4) TheclientIP address
is reusedat differenttimesby differentusersandthese
usersmay have differentcon gurationsfor their LDNS
seners,resultingin differentassociations(5) Theclient
IP addresss that of a NAT box or a application-leel
proxy, sotherearemultiple actualclientsbehindthis IP
addresasingdifferentLDNS seners. (6) The clientis
miscon gured.

Herewe examinethe distribution of the LDNS seners
with which a client IP addresss associatedIf they all

occupy thesameclusterastheclient, DNS-basedener
selectioncan usethe local DNS sener's IP addresgo

estimatevheretheclientis evenif the clientusesmulti-

plelocal DNS seners.However, if they occugy multiple
clustersor a singleclusterdifferentfrom theclient, it is

moredif cult to useDNS-basedener selection.In Ta-
ble 8, we shav how mary clientsuseten or fewer local

DNS seners. In addition,we obsere that somelP ad-
dressesreassociateavith up to 330local DNS seners
occupying up to 273 differentnetwork clusters.Further
investication shavs thatsomeof theseaddressebelong
to cacheproxies. In generalwe obsenre thatthe more
LDNS senerswith which a client IP addresss associ-
ated,the lower the percentagef associationsvith the
client and LDNS in the samecluster Fortunately the
majority of clientIP addresseareassociateavith a sin-

gle LDNS sener. They areresponsibldor about52%
of therequestsHowever, only about20%in this group



Table8: Clientsusingten or fewer multiple local DNS
seners

Table9: Comparisorof four proximity metrics

| Proximity metric | Evaluation |

have theclientandLDNS in the samenetwork cluster
3.6 Comparisonsof proximity metrics

Given the above setof metricsfor evaluating proxim-
ity betweerclientandits local DNS sener, we compare
their resultson acommonsetof 7,894 client-LDNSas-
sociationsin Table 9. The comparisonshows that net-
work clusteringis a ne-grainedmetric,similarto trace-
routedivergence(TD) countof 1. Hostswithin thesame
network cluster orwhichhaveaTD of 1, areguaranteed
to bevery closeto eachother However, hostsnotin the
samenetwork cluster or have a TD biggerthanl, may
still be quite close. Thus, thesetwo metricsare quite
conserative. AS clusteringis the mostcoarse-grained
metric,sincean AS canbequitelarge. Thisis compara-
ble to the ratio of commonto disjoint pathlength. RTT
correlationis alsoa relatively coarse-grainedetric. It
is inconclusve andlargely dependenbn the two probe
sitelocations.

In generalperformance-orienteahetricssuchasround-
trip time shouldprovide accuratereal-timenetwork la-
tengy measurementsCDNSs oftendo real-timenetwork
measurementfom their senersto clients. Sincewe
canonly probefrom alimited setof locations suchmet-
rics areinconclusve. Topology-orientedmetrics have
the adwvantageof being non-invasie, sincethey do not
incur ary network overhead However, they cannottake
network congestiorinto account.

As we explainin thefollowing sectionthe applicability
of eachmetric dependson the densityof CDN sener
placement. The denserthe placementthe more ne-

40nly 7,894 of all associationsan be reachedrom both probe
sites2 and3.

# of clients #0of LDNS | %oftotal | % associations - o
(% of total) (avg # of HTTP with clientand AS clustering - 8 /O!n thesamecluster
NACs) requests | LDNS in Network clustering 23%in thesamecluster
thesameNAC Traceroutedivergence | 16%: TD=1, 32%: TD=2
2,524,93978.064) | 1(1.0) 51.8 20.3 (TD) medianTD=4, meanTD =5.7
522,228(16.146) | 2(1.6) 22.4 12.1 (probesite 2) 65%: disj ointP athLen
123,524(3.819) 3(2.1) 10.4 6.6 commonP athLen
41,422(1.281) 4(2.5) 4.9 4.7 RTT correlation 71%:t5 < t3) ti<td
13,469(0.416) 5(2.9) 25 4.9 (probesites2, 3) 62%:jt3 t3j 10ms)
4,555(0.141) 6(3.3) 18 6.7 it2 3 10ms
1,590(0.049) 7@0) 13 9.9 a= 2 tp=i2 3
713(0.022) 8(4.7) 0.7 136 d Id'_ b = °0_13°
461(0.014) 9(55) 0.7 4.2 correl(a;b) = 0:
273(0.008) 10(6.1) 0.5 14.0

grainedmetricis needed.
4 Application impact

In this sectionwe focusontheimpactthatclient-LDNS
associationdiave on DNS-basedsener selection. We
studythis impactin detail for threeof the largestcom-
mercial CDNs. We anorymizethe CDN namedo prop-
erly re ect the natureof this work asa researchvehicle
ratherthanary form of competitve analysis.All three
CDNschoserrely on deplgying cachesn multiple net-
works. ISP-basedCDNs deployed by companiedike
AT&T and Qwestare excludedfrom this study since
their cachesare locatedin one or two ASes. Sincea
client andits LDNS are very likely to be in the same
AS (about69% of HTTP requestsn our study),anISP-
basedCDN caneasilyidentify apeeringlink thatis suit-
ablefor the AS containingboth of then?. The results
describedelav arerepresentatie of all thedatawe col-
lectedandremainedstableduringour entirestudy

Previous work by Johnson.et al. [10] hasshawn that
DNS-basedCDNSs do not always pick the bestsener
available. Here we studywhetherthis is partly due to

the inherentlimitations of DNS-basedsener selection.
Theanswerto this largely depend®n the proximity be-
tweenclientsandlocal DNS senersandthe locationof

CDN seners.

The proximity evaluationof client-LDNS associations
usingthe network clusteringmetric indicatesthat, if a
CDN hada sener in eachnetwork cluster about84%
of the selectiondecisionsfor the client populationin
our log could be suboptimal This is becauseur study

5The maintradeof hereis fewer peeringlinks traversedin multi-
ISP CDNsversuslesstrafc betweenaccessandbackboneoutersas
well aslower costsin single-ISPCDNSs.



foundonly 16% of theseclientshave their LDNS in the
samenetwork cluster For clientswith their LDNS in

differentnetwork clusters,the CDN would mostlikely

resohetheDNS queryfrom aclient'sLDNS to the CDN

sener in the LDNS's clusterand not the clusterwhere
theclientresidesln reality, andaswe shawv belaw, even
the biggestCDN today doesnot have a CDN sener in

every network cluster Thus,it is importantto examine
the impact of DNS-basedredirectionin a commercial
contentdistribution setting.

We assumethat on averagea CDN sener within the
client's AS/network clusteror smallertraceroutediver-
gence(TD) is closerthanonein a different clusteror
largerTD. For clientswith CDN senersin theirclusters,
if a CDN selectsa sener not in a client's cluster this
maybea suboptimaldecisionin termsof proximity. We
alsoassumehat CDNs attemptto optimizefor proxim-
ity in mostcasesNetwork bandwidthis lessimportant,
sincethe contentdeliveredby theseCDNs is relatively
smallin size. Although CDNsmayalsoincorporatethe
avoidanceof overloadedsenersin their sener selection
algorithmswe believe thatourassumptioris reasonable
becauseCDNs today are highly overprovisionedfrom
the perspectie of sener capacity Furthermorewe re-
peatedour experimentson separatedatesto avoid ary
possibility of a skew dueto a ash event,andtheresults
werealwayssimilar. Onelimitation in our resultsbelow
is thatwe do not quantify suboptimakener selectionin
termsof enduserperformancenor how closeit is to the
optimalsener selection.

We rst describeour measuremenmethdologythen
useAS/network clusteringandtraceroutedivergenceto
study how the proximity betweenclient and LDNS af-
fect DNS-basedsener selectionin three commercial
CDNs.

4.1 Experiment methodology

We usethefollowing threedatasetsfor our study

1. Client-LDNS associationsTheseassociationbe-
tweenclientsandtheir LDNS senersareobtained
from our measuremergtudy

2. LDNS-CDN sermwer associations. For a given
CDN, theseassociationsnap LDNS senersfrom
the rst datasetto the CDN seners selectedby
the CDN whenresolvingaqueryfrom theseLDNS
seners.

3. Available CDN servers. This datasetrepresents
list of CDN senersavailablein agiven CDN.

In the rst dataset,we sampled42,991LDNS seners
from our measuremenstudy We obtainedthe second
datasetby sendingDNS queriesto these42,991LDNS

senersusingthe dig commandor a domainnameof a

Web site that we know is a customerof a given CDN.

27,9180f theseLDNS seners do not useaccesson-

trol andhenceansweredhe queriesfrom our machines,
asif thesemachinesweretheir clients. To answerour

gueries,theseLDNSs recursvely resohed our queries
with the CDN in question. The sener selectedby the

CDN for this DNS queryis exactly the samesener that
would be usedby ary real client associatedwvith this

LDNS, asif thatclientandnotour machineinitiatedthe

DNS query?®

Thethird datasetwasobtainedin a similar way, except
we addeda large numberof additionalLDNS senersto
the 27,918LDNS seners abore, for a total of 41,754
differentlocal DNS seners. Thisis to increasehelik e-
lihood of nding all CDN senersof a particularCDN
for agivendomain.The extensie list of geographically
distributedLDNS senerswasobtainedrom DNSsener
logsfor alarge Web site. The setof senersto which a
given CDN resohed queriesfrom theseLDNSs repre-
sentsthe seners available in this CDN at the time of
the experiment. We obtainedour secondandthird data
setsat aroundthe sametime eachdayto nd the setof
senersavailableto a CDN at the time it performedits
sener selectionin the secondexperiment.

Note that our set of available senersis conserative,

sincewe might not have discoveredall available CDN

seners. However, if a CDN performsa suboptimal
sener selectionamonga subsebf all availableseners,
its sener selectionwill remainsuboptimalfor a larger
set: suboptimalmeansthat we alreadyfound a closer
senerto theclientthanthe oneselectedy the CDN. A

supersebf thelist of senerswould suffer from thesame
suboptimalssignment.

Many CDNSs claim a much larger numberof caches.
However, CDNs do not utilize all senersfor all Web
sitesand mary of their locationsmay containmultiple
caches. The statisticswe gatheredare for a particular
domainsenedby aCDN. For example whenexamining
multiple different domainnamessened by the largest
CDN in our study we found multiple CDN IP address
setsof approximatelyequalsizewhich only partly over-
lapped.Eachuniquesener IP addressve discover may
alsoaccountfor multiple seners.

Note, for fault-tolerancemost CDN DNS senersusually return
multiple IP addressesin this casewe pick the rst one,sinceclients
alsotypically choosethe rst IP address.



Table 10: CDN cacheseners for a particulardomain
name

#of AS | #of network | #of CDN

CDN clusters clusters| senersIPs
with seners | with seners

CDN X 622 740 1,567

CDNY 120 152 195

CDNZ 60 79 154

Table 11: The evaluationof sener selectionaccording
to AS clustering

| CDN | CDN X | CDNY | CDNZ |
Clientsw/ CDN 1,679,515| 1,215,372 618,897
senerin cluster
Veri able clients 1,324,022| 961,382| 516,969
Misdirectedclients 809,683| 752,822 | 434,905
(% veri able clients) (60%) (77%) (82%)
(% clustersoccupied) (92%) (94%) (94%)
MC w/ LDNS
notin client's cluster 443,394 354,928 | 262,713
(% misdirected
clients) (55%) (47%) (60%)

Table 10 shaws the statisticsof the CDN sener IP ad-
dresse®f the three CDNs studiedfor a single domain
nameobtainedon August7, 2001. Thesenumberswere
fairly stableduring the courseof our study All three
CDNsexaminedappeato redirectclientrequestdy us-
ing DNS, althoughthey may differ in the detailsof the
algorithms. This table lists the total numberof CDN
senersdiscoveredandthe numberof AS and network
clusterstheseCDN senersrepresentThedatain Table
10con rm ourconjectureghatCDNstodaycoveronly a
smallnumberof all availablenetwork clustersfor a sin-
gle domainthey sene. While the overall list of LDNSs
usedfor generatingthe third datasetrepresent$,788
AS and 21,786 network clusters,the discovered CDN
senersrepresenbnly a smallfraction of theseevenin
the caseof thelargestCDN in our study

With the threedatasetsabove, we evaluatethe quality
of sener selectionby theseCDNSs by examining what
percentagef clientsareactuallyredirectedo senersin

their own cluster amongthoseclientsthat have at least
onesenerin their cluster

Table 12: The evaluationof sener selectionaccording
to network clustering

| CDN | CDN X [ CDNY | CDNZ|

Clientsw/ CDN 264,743 | 156,507 | 103,448
senerin cluster

Veri able clients 221,440| 132,567 | 90,264
Misdirectedclients 154,198 | 125,449 | 87,486
(% veri able clients) (68%) (94%) (96%)
(% clustersoccupied) (77%) (82%) (93%)
MC w/ LDNS

notin client's cluster 145,276 | 116,073| 84,737
(% misdirectedtlients) (94%) (93%) (97%)

4.2 Results of DNS-basedserer selectionin
commercial CDNs

Tablesl1and12 shawv theresultsof our sener selection
evaluationusing AS and network clustering. We col-
lected3,234,44%istinctclient IP addressem our logs.
The rst row of thetablecontainsthe numberof clients
with CDN senersin their clustersfor the considered
CDNs. Dependingon the sener densityof eachCDN,
the numberof clientswith senersin their AS clusters
rangesfrom 19%to 52% of the total clientsin thelog.
This fractionis anorderof magnituddower in the con-
text of network clusters.Thus,accordingto eithermet-
ric, mostclientswill haveto besenedby remoteseners.
But amoreinterestingquestionis how mary clientsthat
couldhave beensenedby local senersarein reality di-
rectedto remoteones.

To answerthis questionwe concentraten clientswith
senersin their clustersand considerthe LDNS-CDN
senerassociationfor theseclientsfrom thesecondiata
set. Unfortunately not all of theseLDNS senersre-
spondto DNS queriesfrom our machines.The second
row of the tablesgives the numberof clients, among
thosewith CDN senersin their clusterswhoseLDNS
senersrespondedo our queries. We call theseclients
veri able becauseve could nd outwhich CDN seners
a CDN would redirecttheseclientsto. The third row
shaws the numberof clientsthata CDN directedto an
external CDN sener (one that was outsidethe client's
cluster) whentherewasanavailable CDN senerwithin
that cluster We refer to such clients as misdirected
clients(MC) basedn the assumptiorthat CDN seners
within the clusterarecloserthanexternalones although
we acceptthat other factorsthan proximity may have
affectedthe assignmentWe seea large numberof mis-
directedclientsaccordingto both proximity metrics.To
con rm thatthesemisdirectectlientsarenot dueto ary



anomalyof clientsbelongingto a smallnumberof clus-
ters, we also shav in the third row the percentageof
clustersoccupiedby theseclients relative to the total
numberof clustersof veri ed clients. The clusterper
centagevaluesareatleastasbig astheclientpercentage
values.This meanghatthemisdirectectlientsarefairly
spreadbutin thenumberof clustersthey occupy.

We conjecturethatthe reasorthattheseclientsaremis-
directedis thattheir LDNS senersaretopologicallydis-
tant from theseclients. CDNs selecta sener closeto
the LDNS seners. The seners selectedmay therefore
be suboptimalfrom the client's perspectie. The last
row of the tablesshavs misdirectedclients with their
LDNS outsidetheir clusters. This row indicatesthe
numberof clientsthat inherentlycannotbe directedto
the most proximal sener using a DNS-basedmecha-
nism. Accordingto Table 11, for AS clustering,they
represenbnly half of misdirectectlients. To understand
why CDNschoosea CDN sener in a differentAS than
the one containingthe client andits LDNS sener, we
sampleda dozenof theseclients using traceoute fol-
lowed by DNS nameresolutionof the last-hoprouter
IP addresdo estimatethe geographidocationg of the
client, CDN senersin theclient'sAS, andselectedCDN
senersin a differentAS. We found thatin mostcases,
the selectedCDN senersby CDNs are geographically
closerto the client than CDN senersin the sameAS.
Assumingpeeringlinks betweerthe client's AS andthe
selectedCDN sener's AS are not congestedredirect-
ing to anearbyCDN sener in a differentAS maybea
betterdecisionthanredirectingto a distantCDN sener
in thesameAS. Thisobsenationalsocon rms our nd-
ing thatAS clusteringis avery coarse-grainethetricfor
evaluatingproximity.

For network clustering thelastrow of Tablel2indicates
that an overwhelminglymajority of misdirectedclients
have their LDNS senersin a differentnetwork cluster

This con rms our hypothesisthat suchmisdirectionis

dueto thefactthatclientsandtheir LDNS senersareof-

tennotproximal. It alsoshovstheusefulnessf network

clusteringbecauset is a ne-grained metric for eval-

uating proximity. We emphasizehat we do not know

the exact sener selectionpolicy usedby a commercial
CDN, sowe cannotfully evaluatethe effectivenessof

its sener selectiondecisions.However, giventhatthere
is sucha strongcorrelationbetweenmmisdirectionandan
LDNS beingin adifferentcluster we caninfer thatwhen
the LDNS andclientdo not belongto the samenetwork

cluster this limits theaccurag of sener selection.

7In mary casesthe routers DNS namehasan indication of the
geographidocation[14].

Table 13: The evaluationof sener selectionaccording
to traceroutalivergence(TD) from probesite 3

| CDN | CDN X | CDNZ|

Client-LDNS pairsexamined 2,105 2,171
Clientswith CDN senersatsmaller 1,606 1,724
TD thanonesredirectedo (76%) | (79%)
MedianTD of CDN seners 11 13
clientsredirectedo

MedianTD of closestCDN 5 9
senersto clients

MedianTD improvement 6 4

Table 13 shaws the evaluationof DNS-basedsener se-
lectionsaccordingto the traceroutedivergencemetric®

We performedraceroutdrom probesite3 to asampleof

clientandlocal DNS senersfrom thelog andthe CDN

cachesenersfrom thethird dataset. Thesamplés cho-

senby randomlyselectingone client-LDNS pair from

the top 1200 client clustersgeneratinghe mostHTTP

requests. We found over 70% of the clientsto be di-

rectedto a CDN senerthatis moredistantthananother
availableCDN sener. Selectingthe closestCDN sener

would havereducedraceroutalivergenceby asmuchas
19 hopsfor someclients.

Overall, we concludethat, amongthe clientswe could
verify, knowing theclient'sIP addressvould allow more
accuratesener selectionsin a large numberof cases
(443,394for CDN X). Thelastrow of Tablesl1land12
alsoindicatethe numberof improved CDN senerselec-
tionsif theclient's IP addressvereknown to the CDN.
Relative to the total numberof clients, in the caseof
CDN X, this represents. small percentagespeci cally
14% (443,394out of 3,234,449).In general the num-
berof misdirectectlientsdepend®n the sener density
placementandselectionalgorithms.

5 Relatedwork

Our work is motivated by a relatedeffort by Shaikh,
et al. [15] examining the effectivenessof DNS-based
sener selection. They developeda methodof nd-
ing client-LDNS associationsisingtime correlationsof
DNS and HTTP requestsfrom DNS and Web sener
logs. However, asthey have noted,the association®b-
tainedusingtheir methodareinherentlyinaccuratedue
to clock skews, client DNS caching,andmishandlingof
TTLs. Toresolheambiguitiesthey usedheuristicdhased

8We wereunableto includeCDN Y in the traceroutesxperiment,
sincemostof its CDN senersareunreachablesingtraceroute.



on AS numbersand domainnamesto decidewhether
a client and a nameserer did in fact belongtogether
Thisheuristicremosedmiscon guredclient-namesemr

pairsanddid not assurethe correctnes®f associations.

They alsoobtaineda setof 1090client-LDNS associa-
tionsfrom accountsvith 9 commercial SPsto studythe
proximity correlations.

In comparison,our methodprovides accurateassocia-
tions eliminatingary needfor validation. Furthermore,
our study hasmorethan 4.2 million associationsgon-
sistingof clientsfrom a diversesetof ISPs,far exceed-
ing their datasetof 1090associations.

Morerecently Bestaros,etal. [4] havealsodevelopeda

methodfor nding client-LDNS associationdy assign-
ing multiple IP addresseto a Web sener andcorrelat-
ing DNS lookupswith client IPsbasedon the sener IP

used. This methodis slow in discovering client-LDNS

pairsdueto the limited numberof IP addressea Web

senercanhave. In addition,theirmethods complicated
to implement,requiringreassignmentf sener IPsand
modi cation of theWebsener.

Comparedo bothworks, the distinguishingfeaturesof

our measuremenmnethodologyareef ciency, nonintru-
sivenessandaccurag. This allowedusto collectmore
extensve data,which we usedto evaluatethe effective-

nessof DNS-basedener selectionaisingfour different
proximity metricsin several real-world CDN settings.
To ourknowledge wearethe rst to conductsuchanex-

haustve proximity evaluationbetweerclientsandtheir
local DNS senersusingsucha representate dataset.
We are also not aware of otherwork in examiningthe
impactthatthe proximity betweerthelocal DNS sener
andtheclienthason DNSbasedsener selectiornin com-
mercialCDNSs.

Therehasbeena recenteffort within the IETF to cat-
egorize different mechanismsfor requestrouting in
CDNsJ3]. DNS-basededirectionis oneof thosemech-
anisms andour methodologymay prove usefulin eval-
uatingthe effectivenesf thistechniqudn thatcontext.

6 Futurework

Therearethreeareasof future work we planto pursue.
First,we planto studythehiddenloadfactorsdueto dif-

fering amountsof HTTP load correspondingo a DNS
nameresolutionrequesfrom anLDNS sener. With the
help of abusyWeb site,we will be ableto gatherstatis-
ticsonthe numberof HTTP requestandclientsbehind
eachLDNS sener. Identifying LDNS senersresulting

in largenumberof HTTP requestss essentiafor proac-
tive loadbalancingand ash crowd protection.

Secondwe planto improve existing DNS-basedsener

selectionalgorithms by consideringthe propertiesof

known client-LDNS associationgor an LDNS thatre-

guestsa sener nameresolution. The following charac-
teristics of the associationsan be explored basedon

data collected using our methodology: known client
proximity to the LDNS, known client distribution, and
hiddenloadfactor

Given a nameresolutionrequestfrom an LDNS, if the
known client proximity to the LDNS is good, then a
CDN senercloseto theLDNS would alsobecloseto its

clients.If the proximity correlationis low, known client
distribution andclient clusterrequesipatternsvould be
consideredIf themajority of HTTP requestdelongto a
singlenetwork cluster nding a CDN sener closeto or

within thatnetwork clusterwould alsobecloseto clients
issuinga majority of requestsAlong with thesefactors,
thehiddenloadfactorof the LDNS is alsoconsideredo

selectlightly loadedCDN senersfor an LDNS with a
large hiddenload factor If the proximity correlationis

low betweerLDNS andits clients,thensener selection
is optimizedusingothermetricssuchassenerload.

Finally, wewouldlik eto applytheresultsof thiswork to
improving contentdistribution internetworking (CDI),
whichrefersto theinteroperatioramongmultiple CDNs
for additional e xibility. A prototypeof CDI, called
CDN Brokering [6], usesa DNS-basedrokeringmech-
anismto forward requestsamongDNS seners of the
interoperatingCDNs. As a third areaof future work,
we plan to improve CDN brokering algorithmsby us-
ing hiddenload factorsand client-LDNS proximity in-
formation. The client-LDNS proximity ndings in our
work justify DNS-basedrokering, becausehe major
ity of theclientsandtheir LDNS belongto thesameAS.

7 Conclusion

In this paper we proposea novel techniquefor nding

clientandlocal DNS sener associationandpotentially
hiddenload factorsin a fast, non-intrusve, and accu-
ratemanner Basedon theresults we evaluatethe prox-
imity betweenclientsandtheir LDNS using four met-
rics: AS clustering network clustering traceroutaliver
genceandround-triptime correlation.

We evaluatethe potential effectivenessof DNS-based
sener selectionin CDNs basedon thesemetrics. We
conclude that DNS is good for very coarse-grained



sener selectionsince64% of theassociationbelongto

thesameAS. DNS s lessusefulfor ner-grainedsener
selectionsinceonly 16%of clientsuseaDNS senerin

thesamenetwork-avarecluster Thesevaluescanbeim-

provedto 88% and66% respectiely, if clientsarecon-
gured to usea closerlocal DNS sener. Sincecurrent
CDNs arenot presentin mary network-avare clusters,
we concludethat althoughDNS-basedsener selection
hasinherentlimitations dueto potentiallypoor proxim-
ity correlationbetweeraclientandits LDNS, theimpact
is smalldueto the sparsedistribution of CDN senersin

today's CDNs.

At leastoneCDN hasstateda goalof ultimatelyplacing
CDN senersin everyedgenetwork. Thehighfractionof

clientsusing LDNS senersin differentnetwork-avare
clusterssuggestshat CDNs may be unableto useDNS
requestoutingfor such ne-grainedsenerselectiorun-
lessDNSitself scaledo provide eachedgenetwork with

alocal DNS sener thatcommunicateslirectly with the
Internet.Thus,from aneconomigerspectie,dueto the
inherentlimited precisionof DNS-basedsener selec-
tion, it is lessbene cial to have so mary CDN seners
that the performancedo two nearbysenersis indistin-
guishable.

In addition to the proximity evaluationand the novel

measuremennethodologyour work alsoprovidestwo

additionalcontritutionsin improving DNS-basedCDNs

in general. From our obsenation, client-LDNS asso-
ciationsare fairly static. Thus, CDNs can build up a

databasef suchassociation$o infer the geographido-

cation of clients associatedvith an LDNS IP address
to improve sener selection. Furthermorepasedon the

URL-rewriting techniguein our measurementethod-
ology, CDNs can completely eliminate the originator
problem by embeddingthe client IP addressesn the

URLSs of the Web pageswhenaclientinitially requests
thebasepage.
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