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Abstract

ContentDistribution Networks (CDNs) attemptto im-
prove Web performanceby delivering Web contentto
end-usersfrom servers locatedat the edgeof the net-
work. An important factor contributing to the perfor-
manceimprovementis the ability of a CDN to select
serversin theproximity of therequestingclients. Most
CDNs today usethe Domain NameSystem(DNS) to
make suchserver selectiondecisions. However, DNS
providesonly the IP addressof the client's local DNS
server to the CDN, ratherthan the client's IP address.
Therefore,CDNsusingDNS-basedserver selectionas-
sumethatclientsare“close” to their localDNSservers.

To quantifytheproximity betweenclientsandtheir local
DNS servers,we proposea novel, precise,andef�cient
techniquefor �nding the associationsof client to local
DNS servers. We collectedmorethan4.2 million such
uniqueassociationsin threemonths.Fromthis data,we
studythe impactof proximity on DNS-basedserver se-
lectionusingfour differentproximity metrics.We con-
clude that DNS is good for very coarse-grainedserver
selection,since64% of the associationsbelongto the
sameAutonomousSystem.DNS is lessusefulfor �ner -
grainedserverselection,sinceonly16%of theclientand
local DNS associationsare in the samenetwork-aware
cluster [13] (basedon BGProuting informationfrom a
wide setof routers). As an applicationof this method-
ology, we evaluateDNS-basedserver selectionin three
of thelargestcommerciallydeployedCDNsto studyits
accuracy.

1 Intr oduction

Creatingand managinga high-performance,Internet-
scaleWeb serviceis a formidablechallengeinvolving
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deployment of multiple Web servers in strategic loca-
tionsthroughoutthenetwork. Theintroductionof Con-
tentDistribution Networks(CDNs)hasallowedorgani-
zationsto overcomethis challengeby outsourcingthe
distribution of their Web content. With CDNs, content
providersneedonly to supplyan origin Web server —
the CDN distributesthe contentto endusersthrougha
setof CDN serversit hasdeployedin thenetwork. Ide-
ally, this reducesWeb responsetime anddownloadla-
tenciesin additionto providing overloadprotectionand
bandwidthsavings.

In awell-designedCDN,serversareplacedto avoid con-
gestedlinks andslow network paths.WhenaWebclient
requestscontent,theCDN dynamicallychoosesaserver
to routetherequestto, usuallyonethat is appropriately
close to the client. Note that this dynamic CDN re-
questrouting is an extra stepthat is not necessaryfor
stand-aloneWeb servers. Ef�cient CDN server selec-
tion allowsCDNsto overcometheextraoverheadof the
dynamicrouting stepby taking advantageof improved
connectivity to the enduser. CDN server selectionap-
plies for both staticanddynamiccontent. In the latter
case,contentcanbedynamicallyassembledat theedge
servers[1].

CDNs typically performdynamicrequestroutingusing
the Internet's DomainNameSystem(DNS) [11]. The
DNS is a distributeddirectorywhoseprimary role is to
map fully quali�ed domainnames(FQDNs) to IP ad-
dresses.To determineanFQDN'saddress,aDNSclient
sendsa requestto its local DNS server. The local DNS
server resolves the requeston behalf of the client by
queryinga setof authoritative DNS servers. Whenthe
local DNS server receives an answerto its request,it
sendstheresultto theDNSclientandcachesit for future
queries.EachDNSrecordhasa time-to-live (TTL) �eld
thattells thelocalDNSserverhow longit maycachethe
result.

Normally, an authoritative DNS server's association
from FQDNsto IP addressesis static. However, CDNs



usemodi�ed authoritative DNS serversfor CDN server
selection. The resultsof a DNS query to oneof these
DNS serversmay vary dynamicallydependingon fac-
torssuchasthesourceof the requestandthecondition
of thenetwork. Typically, theCDN's authoritative DNS
server mapsthe client's local DNS server addressto a
geographicregion within a particularnetwork andcom-
binesthat with network andserver load informationto
performCDN server selection.To enablefast reaction
to dynamicresourcechanges,theanswerreturnedby the
CDN's DNS server hasa small TTL. This approachis
largely transparentto theclient, andworksfor any Web
content(includingbothHTML andstreamingmedia).

AlthoughDNS-basedserverselectionis transparentand
general,it hastwo inherentlimitations [15, 4]. First, it
is basedon theimplicit assumptionthatclientsareclose
to their local DNS servers. The CDN DNS server per-
forming dynamicrequestroutingonly hasaccessto the
client's localDNSserver's IP address—itdoesnotknow
the client's own IP address.However, the assumption
thatclientsarecloseto their local DNS server maynot
be valid. For example,the client might be usinga lo-
cal DNS server hierarchy in which the outermostlocal
DNS server that communicateswith authoritative DNS
serversmaybefar removedfrom clients;theclient may
have beencon�gured with a local DNS server which is
far away; or the client may be usinga secondarylocal
DNS server that is moredistantfrom it thanits primary
local DNS server. Therefore,usingonly the local DNS
server informationto selectCDN servershasthe inher-
entrisk of selectingaserver fartherawayfrom theclient
thanotheravailableCDN servers.

Thesecondinherentlimitation of DNS-basedserver se-
lection is thata singlerequestfrom a local DNS server
canrepresentdiffering numbersof Web clients— this
is called the hiddenload factor [8]. The hiddenload
hasimplicationson a CDN's loadbalancingalgorithm.
For example,a DNS requestfrom a local DNS server
of a large ISP may result in many moreWeb requests
thana DNS requestfrom a local DNS server of a small
site.CDNsneedto beableto properlyweighindividual
DNSrequeststo distributeWebrequestsamongits CDN
servers. If thehiddenload factorsareknown, loadbal-
ancingalgorithmsdescribedby Colajanni,et al. [7, 8]
can be easily deployed to achieve betterload distribu-
tion. On the otherhand,if the hiddenload factorsare
not known, �ne-grainedrequestdistributionmaybedif-
�cult.

We studytheextentof the�rst limitation andits impact
on CDN server selection.To this end,we developeda
simple,non-intrusive, andef�cient mappingtechnique

to determinethe associationsbetweenclientsandlocal
DNS servers. We deployed this techniqueon several
sites to collect an extensive dataset which we useto
studythe impactof proximity on DNS-basedserver se-
lectionusingfour differentproximity metrics.We con-
clude that DNS is good for very coarse-grainedserver
selection,since64% of the associationsbelongto the
sameAutonomousSystem(AS). DNS is lessusefulfor
�ner -grainedserver selection,sinceonly 16%of clients
useDNSserversin thesamenetwork-awarecluster[13]
(basedon BGP routing information). We alsomeasure
theCDN server distributionof severalreal-world CDNs
to evaluatewhethertheproximity of a client to its local
DNS server leadsto potentiallysuboptimalCDN server
selectiondecisionsin practice.Our techniquecouldalso
beusedto determinehiddenloadfactorsby associating
theHTTPrequestpatternin theWebserver logswith the
DNSrequestinformation.

Our work makesthefollowing contributions.We devel-
opeda novel measurementmethodologyand architec-
ture for accuratelycollecting local DNS server IP ad-
dressesof Webclients. We demonstratedits successful
deploymenton several sitesincluding a large commer-
cial site and throughthe collectionof a hugedatabase
of associations.Basedon this data,we did anextensive
analysisof theproximity betweenclientsandtheir local
DNS servers and discovered that signi�cant improve-
ment in proximity is possibleby con�guring clients to
usea closerlocal DNS server. Finally, we evaluatedthe
impactof the proximity betweenclientsandtheir local
DNS serverson server selectionin threeof the largest
commerciallydeployed CDNs. We concludethat DNS
is goodfor verycoarse-grainedserverselection,but less
suitablefor �ne-grainedrequestdistribution.

Therestof thepaperis organizedasfollows. Section2
describesour methodologyandmeasurementsetupfor
gatheringDNS client associations.In Section3, theas-
sociationresultsare analyzedin detail to evaluatethe
proximity betweenthe client and its local DNS server.
Then, in Section4 we study the impact of proximity
evaluationonDNS-basedserverselectionin threeof the
largestcommerciallydeployed CDNs. Relatedwork is
coveredin Section5. In section6, we discussfuture
work. Section7 concludes.

2 Experimental methodology

In this sectionwe describeour novel techniquefor de-
termining a Web client's local DNS server. This is a
necessary�rst stepin measuringtheclosenessof clients
to their local DNS servers. We alsoevaluatethe impact



of our techniqueonenduserperformance.Later, in Sec-
tion 5, wewill explainhow our techniqueis asigni�cant
improvementover relatedpreviouswork in termsof ef-
�ciency, nonintrusiveness,andaccuracy.

2.1 Measurementsetup

Therearethreemain componentsnecessaryto useour
technique: a specializedauthoritative DNS server, an
HTTP redirector, anda one-pixel embeddedtransparent
GIF image. To obtaina client populationwe solicited
volunteerWebsites.All thevolunteershadto do to par-
ticipatein our studywasto adda link to our one-pixel
transparentGIF to theendof oneor moreof their com-
monlyaccessedWebpages.Assumingtheexperimentis
hostedby usatexample.com , thisinvolvesaddingthe
following HTML codetowardstheendof awebpage:

<img src="http://xxx.rd.example.com/tr.gif"
height=1 width=1>

To allow usto easilyaccountfor hitsfrom differentsites,
eachparticipantreplacesxxx in the URL with a site
identi�er1. This allows us to easilyaddadditionalvol-
unteersiteswithout having to make any changesto our
Webor DNSservercon�guration.

When a Web client loadsthe one-pixel embeddedim-
age, our techniqueallows us to match the addressof
the local DNS server resolvinghost nameson behalf
of the client with the addressof the client itself. This
processis shown in Figure1. First, the client attempts
to get the image from xxx.rd.example.com —
our HTTP redirector. Ratherthan serving the image,
the redirectordeterminestheclient's IP addressandis-
suesanHTTPredirectto ipCLI.cs.example.com ,
where CLI is replacedwith a string encodingthe IP
addressof the client (step2). Next, the client contacts
its local DNS server to resolve this domainname(step
3). The client's local DNS server attemptsto resolves
ipCLI.cs.example.com bysendingaDNSrequest
to our authoritative DNS server (step4). At this point
our authoritative DNS server logs the IP addressof the
local DNS server and the client IP addressembedded
within the query. It thensendsthe addressof the con-
tent server hostingthe imageback to the client's local
DNS server (step5). This resolutionis passedon to the
client (step6), which retrievesthe imagefrom thecon-
tentserver (steps7 and8).

1Our authoritative DNS server [6] allows hostnamesto be wild-
carded,sowecansetanaddressfor *.rd.example.com .
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Figure1: Embeddedimagerequestsequence

This measurementmethodologyhas a limitation for
clients that do not fetch inlined imagesand thosethat
abortthepagedownloadprocessbeforetheDNSresolu-
tion is madefor theembeddedimage.In thesecases,we
areunableto collecttheir localDNSserver information.

Note that in somecases,a local DNS server hierar-
chy may exist. The local DNS server recordedin our
measurementis the outermostlocal DNS server which
directly contactsthe authoritative DNS server for the
example.com domain. In DNS-basedserver selec-
tion, theCDN's DNS server only seestheoutermostlo-
calDNSserver. In thisstudy, thisoutermostDNSserver
is whatwe referto asthe“local DNSserver.”

Thismeasurementapproachis fully deterministic.It col-
lectsoneassociationeachtime a new client visits a site
with theembeddedimage. Multiple pageson thesame
site, or subsequentvisits to the samepage,may result
in repeatedretrievalsof thecalibratingimagedepending
on theclient's cachingpolicy.

Note that theredirectoralsologsclient requests— this
information can be correlatedwith the DNS and web
server logs to obtainthe hiddenload factors. Statistics
on client browsing characteristicscanalsobe gathered
from theHTTPheadersin theredirectorlog.



Table1: Keynoteimageoverheadmeasurements

Location Avg downloadlatency (sec) Increased
without image with image overhead

World wide 1.17 1.31 12%
US 1.04 1.14 10%

2.2 Measurementimpact

Becausewe proposeto useour measurementinfrastruc-
tureonaproductionWebsite,it is importantto evaluate
its impactontheserverperformanceandotheraspectsof
its operation.Theadditionaloverheadourmeasurement
techniqueimposeson Webclient performanceis there-
trieval of the transparentimage, including the HTTP
redirectandextra DNS requests.Becausethe imageis
transparent,it doesnot visually affect the page. Fur-
thermore,the imageis small in size—43bytes—which
keepstheaddeddelayto aminimum.Wealsoencourage
participantsto includetheimageattheendof theHTML
pagecontainingit; therefore,browserswill normallyre-
questit last. Thus,theextra latency associatedwith the
imageis usuallyhiddenfrom the user's Web browsing
experience.Anotheradvantageof the small sizeof the
imageis thatwhentheimageis not availablefor down-
load,it doesnot affect thevisualappearanceof theWeb
pageatall.

Our customHTTP redirectoris a single-threaded,non-
blocking,300-lineC program.The redirectorresponds
to all Web requestswith a “302 Moved Temporarily”
HTTPredirectto aURL with theclient's IP addressem-
beddedin it. Due to thesmall sizeandoverheadof the
redirector, we found it to be highly reliable and more
responsive thanastandardWebserver.

To validatetheclaim of a small increasein latency, we
measureda simpleWebpagewith Keynote[2] to com-
pare the download time with and without the embed-
ded calibrating image. Keynote probesare locatedin
25citieswithin theUSand10citiesoutsidetheUS.The
Webpagewemeasuredhada total sizeof 39Kbytesin-
cluding13 imagesandwasacceleratedby a CDN. The
increasedoverheadpercentageis thereforehigher than
we would expectfor a regular unacceleratedWeb page
with moreembeddedimages.Table1 shows thatthein-
creasedoverheadaverageslessthan 140 ms, which is
10–12%of thetotal downloadtime.

We also testedour systemto seewhat would happen
in the event of a failure of the redirector, imagecon-
tent server, or DNS server. We found that the impact

Table2: Participatingsitesin thestudy

Site Type # of 1-pixel Duration
imagehits

1 att.com 20,816,927 2 months
2,3 Personalpages

(commercialdomain) 1,743 3 months
4 Researchlab 212,814 3 months

5-7 Universitysites 4,367,076 3 months
8-19 Personalpages

(universitydomain) 26,563 3 months

Table3: DNSandHTTP log statisticsfor all sites

Type Count

Client-LDNSassociations 4,253,157
HTTPrequests 25,425,123
Uniqueclient IPs 3,234,449
UniqueLDNS IPs 157,633
Client-LDNSassociationswhere
clientandLDNS have thesameIP address 56,086

of failure on the useris minimal. We testedthe failure
of thesethreecomponentsusingMicrosoft InternetEx-
plorer (MSIE) 6 and NetscapeNavigator 6 and found
that thosebrowserswill �rst load the rest of the Web
pageand then time out while trying to fetch the im-
age.2 There is no visible changeto the Web pageor
any pop-uperror message;however, the Netscapelogo
or MSIE browserlogowill providevisualfeedbackuntil
thebrowsertimesout.

3 Analysis results

We conductedour measurementstudy for about three
months, and nineteenWeb sites participated,as de-
scribedin Table2. We classifythesesitesinto two cate-
gories:commercial (sites1-3) andeducational(sites4-
19). As weshow in Section3.1,theclientandlocalDNS
associationsvisiting thesetwo siteshave very different
characteristics.For easeof discussion,we useLDNS
to representa local DNS server. A total of 4,253,157
uniqueclientandLDNSassociationswerecollected.Ta-
ble 3 presentsthe statisticsof the DNS server and the
redirectorlog for all sites.

To studythe proximity betweenthe client andits local

2We testedwith the default settingwithout any specialoptions.
Someolderversionsof bothbrowserswerealsotestedgiving thesame
behavior.



DNSserver, weusethefollowing four metrics.

� AS clustering. AutonomousSystem(AS) cluster-
ing refers to observingwhethera client is in the
sameAS as its local DNS server. An AS is a re-
gion undera singleadministrative control. A sin-
gle AS might containanentirebackboneor a large
corporationwhich might spanmultiple continents.
Therefore,AS-basedclusteringis themostcoarse-
grainedmetricweuse.

� Network clustering. Thismetricobserveswhether
aclientis in thesamenetwork-awarecluster(NAC)
as its local DNS server, where network clusters
areidenti�ed by thenetwork-awareclusteringtech-
nique [13] using pre�x entriesfrom BGP routing
tablesnapshotsfrom a wide setof routing tables.
Longest pre�x matching is usedto mapclients to
network clustersidenti�ed by anetwork pre�x. All
the clients within a network clusterare topologi-
cally closetogetherandwith a highprobabilitybe-
long to thesameadministrativedomain.Validation
tests(in [13]) usingnslookupandtracerouteshow
that the accuracy of network clusteringis above
90% acrossall the Web logs from the study by
Krishnamurthy and Wang. Network clusteringis
muchmore�ne-grainedthanAS clustering[12].

For bothAS andnetwork clustering,BGPpre�xes
andtheassociationof IPCIDRblockstoASeswere
extractedfrom anextensive setof BGPtablescol-
lected on May 27, 2001 from the sourceslisted
by Krishnamurthy and Wang [13] and TelstraIn-
ternet[5]. Therearea total of morethan440,000
uniqueroutingentries.

� Traceroute divergence. This metric, usedprevi-
ously in [15], is basedon the length of divergent
pathsto theclient andits local DNS server from a
probepoint usingtraceroute. It is de�ned to bethe
maximumnumberof disjoint network hopsfrom a
probelocationto theclientandits LDNS.

� Round-trip time correlation. This metric, used
previously in both [15] and [4], refersto examin-
ing thecorrelationbetweenthemessageround-trip
timesfrom a probepoint to theclient andits local
DNSserver.

AS clustering,network clustering,andtraceroutediver-
genceare topology-orientedmetrics, while round-trip
time correlationis a performance-orientedmetric. AS
andnetwork clusteringarepassive, requiringno active
probing. Theothermetricsarehighly dependenton the

Table4: Aggregatestatisticsof AS/network clustering

Metrics # of client # of LDNS total # of
clusters clusters clusters

AS clustering 9,215 8,590 9,570
Network clustering 98,001 53,321 104,950

probelocations. To obtainan exhaustive evaluationof
proximity, we includeall four metricsin ourstudy.

3.1 AS and network clustering

Table4 shows theaggregatestatisticsfrom thedatawe
collected—thenumberof clusterscontainingclients,the
numberof clusterscontaininglocal DNS servers, and
the total numberof clusters. We note that from daily
routingtableanalysisfrom severalmajorISPs[9], up to
12,000uniqueASeswereidenti�ed asbeingin useon
November12, 2001. The theoreticallimit on the pos-
sible numberof ASesis determinedby the 16-bit AS
identi�er, resultingin a total of 64K ASes. Thus, we
observed closeto 80% of ASesthat wereidenti�ed on
November12,2001andcloseto 15%of thetotal possi-
bleASes.With regardto network clusters,themaximum
numberof network clustersis 440K,sinceweused440K
uniquepre�xes.A onedayextractfrom the1998Winter
OlympicGamesserverlog has9,853clientclusters[13].
Thus,our measurementdatacontainscloseto tentimes
asmany client clustersfrom oneday of a popularWeb
server log andcloseto 25%of all possiblenetwork clus-
ters.Weconcludethatthedatawecollectedis extensive
and covers a signi�cant numberof ASesand network
clusters.

Table5 shows the percentageof client-LDNS associa-
tionssharingthesameclusterfor clientsvisiting educa-
tional sites,commercialsites,andall sitesin our mea-
surementstudy. We observe that clients visiting edu-
cationalsiteshave betterproximity to their local DNS
serversusing the network- andAS- clusteringmetrics.
This is expectedsincemostof theseclientsalsocome
from universities,which generallyhave a denserdistri-
bution of local DNS serversandbetterlocal DNS con-
�gurations thancommercialISPs. Becausethe major-
ity of our log resultsfrom hits to the commercialsites,
theproximity valuesfor clientsvisiting all participating
sitesare very closeto thosevisiting commercialsites
alone.BecauseCDNsaremostlikely to acceleratecom-
mercialsites,webelieve ourclientmix is representative



Table5: Percentageof client-LDNSassociationssharingthesameclusterclassi�edaccordingto thetypesof domains
visitedby theclients

Metrics Client IPs HTTPrequests
educational commercial combined educational commercial combined

AS cluster 70% 63% 64% 83% 68% 69%
Network cluster 28% 16% 16% 44% 23% 24%

of clientsvisiting aCDN-acceleratedsite. In thefollow-
ing discussion,weconsiderclientsvisiting all participat-
ing sites.

UsingAS clustering,64%of distinctclient-LDNSasso-
ciationssharethesameAS. Thus,morethanhalf of the
clientsusea local DNS server in the sameAS. This is
expected,sinceit is commonfor an administrative do-
mainto run its own DNS server. If userscon�gure their
DNS settingscorrectly, they typically usetheLDNS in
their administrative domainby default. About 69% of
the HTTP requestscomefrom clients using an LDNS
server in the sameAS cluster. This meansclientswith
LDNS in thesameAS areslightly moreactivethanthose
thatuseanLDNS in anotherAS.

Theaboveresultsindicatethatin about64%of thecases,
CDNscouldselectappropriateserversusingDNS redi-
rection with the granularityof ASes. Thus, even if a
CDN deployedacachein everyAS in theworld, it could
selecttheclosestcacheaccordingto theAS metriconly
in 64% of the cases.However, AS clusteringdoesnot
revealhow well redirectionworksfor �ner -grainedload-
balancing.An AS canspanlargegeographicalregions,
causingnetwork delaysbetweentwo hostswithin the
sameAS to be relatively high. For �ner -grainedload-
balancingit is thereforeimportantto considernetwork
clustering,which groupstogetherIP addressesthat are
closetogethertopologicallyand likely to be underthe
sameadministrativedomain.

The observationsusing network clusteringare signi�-
cantly different from the AS clusteringresults. Only
16% of the client-LDNS associationsare in the same
network cluster. This shows thatmostclientsarenot in
thesameroutingentityastheir localDNSservers.If the
HTTP requestcount is taken into account,about24%
of theHTTPrequestsin our logsoriginatedfrom clients
thatusedanLDNS in thesamenetwork cluster. Again,
the differencebetweenthesetwo numbersdemonstrate
thatclientswith LDNS in thesamenetwork clustersare
moreactivethanthosewith LDNS in adifferentnetwork
cluster.

Overall, theseresultsindicatethat DNS-basedredirec-
tion cancon�dently selectappropriateCDN serverswith
thegranularityof anAS. However, for CDNswith mul-
tiple servers in the sameAS, the selectionmay not be
asaccurate.If thereis a CDN server in eachnetwork
cluster, thenDNS-basedredirectionwill only selectthe
CDN server in the samenetwork clusteras the client
about24%of thetime.

3.2 Traceroutedivergence

Another metric to evaluatethe proximity betweenthe
client and its local DNS server is the maximumnum-
ber of disjoint network hopsfrom a probelocation to
the client and its local DNS server. In [15], this met-
ric is referredto as the traceroute cluster size. The
smaller the cluster size or traceroute divergence, the
closertheclient is to the local DNS server. In many of
our tracerouteresults,we foundthat thenetwork routes
from the probesite to the client and its LDNS diverge
andconverge multiple timesdueto router load balanc-
ing. We usethelastpoint of divergenceasthereference
for calculatingdisjoint network hops.For example,Ta-
ble 6 shows thenetwork routesobtainedby performing
tracerouteto the client 112.74.197.1633 and its LDNS
112.25.195.1.We usehop 11 insteadof 2 asthe point
of divergence. Thus, the traceroutedivergencein this
exampleis max(14 � 11; 13� 11) = 3.

We selectedfour probe sites representingcandidate
CDN servers and performedtracerouteto a sampleof
clientsandlocal DNS serversfrom thelog. Thesample
consistsof 48,908client-LDNS pairsor 66,975IP ad-
dresses.It is obtainedby randomlyselectingoneclient-
LDNS pair from thetop half of theclient network clus-
tersgeneratingthemostHTTP requests.Thenumberof
client-LDNS pairs reachedby an individual probesite
rangesfrom 9,878 to 11,935. In about20% of these,
both the client and the LDNS belongto the samenet-
work cluster. And in about75%of these,boththeclient
andtheLDNS belongto thesameAS cluster.

3For privacy concerns,theIP addresseshavebeenanonymized.



Table6: Traceroutedivergence

1 112.0.1.16 ms 1 112.0.1.15 ms
2 112.124.182.176 ms 2 112.124.182.1715ms
3 112.123.1.107 ms 3 112.123.1.2214ms
4 112.122.1.1498 ms 4 112.122.5.2467 ms
5 112.122.2.17325ms 5 112.122.2.224ms
6 112.122.2.20632ms 6 112.122.2.20631ms
7 112.122.2.4134ms 7 112.122.2.4135ms
8 112.122.2.2671ms 8 112.122.2.2668ms
9 112.122.2.12175ms 9 112.122.2.12177ms
10112.123.145.2573ms 10112.123.145.2572ms
11112.124.23.672ms 11112.124.23.673ms
12112.25.192.272ms 12* * *
13112.25.192.18173ms 13* 112.25.195.171ms
14112.74.197.16392ms
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Figure 2: Proximity evaluationusing traceroutediver-
gence

Figure2 shows thecumulative distributionof traceroute
divergencefor the sampledclient-LDNS pairs. About
14%of themhave traceroutedivergenceof 1. Themean
divergencevariesfrom 5.8to 6.2dependingontheprobe
site,andthemediantraceroutedivergenceis 4 from all
four probe sites. This meansthat a large fraction of
clientsaretopologicallyquite closeto their local DNS
serversusingthehopcountmetric. At most30%of the
client-LDNSpairshave traceroutedivergenceof size8.
This result is slightly inconsistentwith the resultsde-
scribedby Shaikh,et al. [15] considering1,090client-
LDNS pairs of dial-up ISPs. We believe that the dif-
ferencecanbeexplainedby thefact thatour resultsare
basedontheanalysisof amuchlargersetof populations
visiting bothcommercialandeducationalsites.

Theabsolutevaluesof traceroutedivergencemaynotbe
completelyindicative of the proximity of a client to its
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Figure3: Ratioof commonto disjointpathlength

local DNS server. In Figure3, we plot the ratio of the
commonpath length to the disjoint path length from a
probesite. Usingtheterminologyof Shaikh,et al. [15],
thecommonpathlengthis theminimumnumberof net-
work hopsof thesharedpathfrom theprobesite to the
local DNS server and the client beforetheir pathsdi-
verge. For example,the commonpath lengthof client
112.74.197.163and its LDNS 112.25.195.1(shown in
Table6) is min (11; 11) = 11. Thedisjoint pathlength
is themaximumnumberof network hopsof thediverg-
ing paths. In this example,the divergentpathlengthis
max(14-11,13-11)=3. Again, we usethe last point of
thedivergenceasthereferencepoint. For all probesites,
less than 34% of the client-LDNS pairs have disjoint
pathsat leastaslong asthe commonpath. This means
thatat least66%of client-LDNSpairshave a common
pathaslong asor longerthantheir disjoint path. This
metric implies that mostclientsaretopologicallyclose
to theirLDNS asviewedfrom arandomlychosenprobe
site.

3.3 Round-trip time correlation

SomeCDNs selectservers basedon the round-trip la-
tency betweenthe CDN server and the client's local
DNS server [15]. It is thereforeimportantto understand
the correlationbetweenthe round-tripdelayto a client
andto its LDNS from a third location.

To comparewith theresultspresentedin [15], we study
how theround-tripdelaysto theclientandits LDNS de-
terminetheaccuracy of theCDN server selectionbased
on round-trip delaysto the LDNS. Sinceour dataset
consistsof more than 4.2 million pairs of client and



LDNS, much larger than that presentedin [15] (1,090
pairs),we expectsomedifferences.Let t i

c andt i
d bethe

round-tripdelaysbetweentheprobesitei andtheclient,
andbetweentheprobesite i andtheclient's LDNS, re-
spectively. Weaskthequestionwhethert i

d < t j
d implies

t i
c < t j

c. Dependingon the locationsof two probesites
i andj , thepercentageof violationsrangesfrom 17%to
38%. For instance,amongthe9,360client-LDNSpairs
respondingto traceroutefrom both probesite 1 and2,
about38%violate this assumption.This implies that if
oneselectsbetweentwo CDN servers locatedat probe
sites1 and2 basedontheround-tripdelaysto theLDNS,
thedecisionswould besuboptimal38%of the time for
thesetof clientsconsideredbasedon theround-tripde-
lay metric.Ontheotherhand,amongthe7,895pairsre-
spondingto traceroutefrom bothprobesite2 and4,only
17%violatethisassumption.Thismeansthatthismetric
is highly dependenton probelocations.However, it is a
reasonablemetricfor useto avoid reallydistantservers.

Anotherinterestingquestionto answeris whether, if two
CDN servers are roughly an equal distancefrom the
LDNS basedon the round-trip delay, the sameholds
from the client's perspective. Thus, we ask whether
jt i

d � t j
d j � w impliesjt i

c � t j
c j � w, wherew is a small

number(e.g.,a 10 ms thresholdwasusedby Shaikhet
al. [15]). In thesampleof our study, it holdsin 44–75%
of the casesdependingon the probesites. This num-
ber is biggerthanthepreviously obtainedresultof 12%
in [15].

3.4 Impr oved local DNScon�guration

For the client and local DNS associationsthat are not
in thesamenetwork cluster, we askwhetherthereexist
any local DNS serversin thoseclusters.From our log,
we collecteda setof local DNS servers. Thus,assum-
ing the clientshave accessto thoselocal DNS servers
in their network clusters,it is interestingto examinethe
degreeof improvementif all LDNS serverswereused
optimally. This assumptionis not unreasonable,since
mostIP addressesin thesamenetwork clusterareunder
the sameadministrative control. From Table4, we can
calculatethenumberof clientASesandnetwork clusters
wherethereareno localDNSserversasobservedin our
log. Thereare9; 570� 8; 590 = 980suchAS clusters,
and104; 950� 53; 321= 51; 629suchnetwork clusters.
Table 7 comparesthe improved percentagesof client-
LDNS associationsandHTTPrequestsin thesameclus-
terwith theoriginal results.If theclientsin ourdatacur-
rentlycon�guredto useaLDNS in adifferentclusterare
allowedto useanLDNS in thesamecluster, thenat least
92%of theHTTP requestscomefrom clientsusingthe

Table7: Improvementof the percentageof the client-
LDNS associationssharingthesameclusterusingopti-
malLDNS assignment

Metrics Client IPs HTTPrequests
Original Improved Original Improved

AS cluster 64% 88% 69% 92%
Network cluster 16% 66% 24% 70%

LDNS in thesameAS cluster. Thatnumberis 70%for
network clusters.

3.5 Clients usingmultiple local DNSservers

Someclient IP addressesin our dataareassociatedwith
multiple LDNS IP addresses.This may happendueto
the following reasons:(1) The �rst LDNS server the
client contactstimes out and the secondLDNS server
is contacted. (2) The client's LDNS server is con�g-
ured by a DHCP server that assignsthe LDNS server
IP addressesfrom a set of addressesin a round-robin
fashion. (3) A client maybecon�gured to round-robin
amongmultipleLDNS servers.(4) Theclient IP address
is reusedat differenttimesby differentusersandthese
usersmayhave differentcon�gurationsfor their LDNS
servers,resultingin differentassociations.(5) Theclient
IP addressis that of a NAT box or a application-level
proxy, sotherearemultiple actualclientsbehindthis IP
addressusingdifferentLDNS servers. (6) Theclient is
miscon�gured.

Herewe examinethe distribution of the LDNS servers
with which a client IP addressis associated.If they all
occupy thesameclusterastheclient,DNS-basedserver
selectioncanusethe local DNS server's IP addressto
estimatewheretheclient is evenif theclientusesmulti-
ple localDNSservers.However, if they occupy multiple
clustersor a singleclusterdifferentfrom theclient, it is
moredif�cult to useDNS-basedserver selection.In Ta-
ble 8, we show how many clientsusetenor fewer local
DNS servers. In addition,we observe that someIP ad-
dressesareassociatedwith up to 330local DNS servers
occupying up to 273differentnetwork clusters.Further
investigationshows thatsomeof theseaddressesbelong
to cacheproxies. In general,we observe that the more
LDNS serverswith which a client IP addressis associ-
ated,the lower the percentageof associationswith the
client andLDNS in the samecluster. Fortunately, the
majorityof client IP addressesareassociatedwith asin-
gle LDNS server. They areresponsiblefor about52%
of therequests.However, only about20%in this group



Table8: Clientsusingtenor fewer multiple local DNS
servers

# of clients # of LDNS % of total % associations
(% of total) (avg # of HTTP with clientand

NACs) requests LDNS in
thesameNAC

2,524,939(78.064) 1 (1.0) 51.8 20.3
522,228(16.146) 2 (1.6) 22.4 12.1
123,524(3.819) 3 (2.1) 10.4 6.6
41,422(1.281) 4 (2.5) 4.9 4.7
13,469(0.416) 5 (2.9) 2.5 4.9
4,555(0.141) 6 (3.3) 1.8 6.7
1,590(0.049) 7 (4.1) 1.3 9.9
713(0.022) 8 (4.7) 0.7 13.6
461(0.014) 9 (5.5) 0.7 14.2
273(0.008) 10 (6.1) 0.5 14.0

have theclientandLDNS in thesamenetwork cluster.

3.6 Comparisonsof proximity metrics

Given the above set of metricsfor evaluatingproxim-
ity betweenclientandits localDNSserver, wecompare
their resultsonacommonsetof 7,8944 client-LDNSas-
sociationsin Table9. The comparisonshows that net-
work clusteringis a �ne-grainedmetric,similar to trace-
routedivergence(TD) countof 1. Hostswithin thesame
network cluster, or whichhaveaTD of 1,areguaranteed
to bevery closeto eachother. However, hostsnot in the
samenetwork cluster, or have a TD biggerthan1, may
still be quite close. Thus, thesetwo metricsare quite
conservative. AS clusteringis the mostcoarse-grained
metric,sinceanAS canbequitelarge.This is compara-
ble to theratio of commonto disjoint pathlength. RTT
correlationis alsoa relatively coarse-grainedmetric. It
is inconclusive andlargely dependenton the two probe
sitelocations.

In general,performance-orientedmetricssuchasround-
trip time shouldprovide accuratereal-timenetwork la-
tency measurements.CDNsoftendo real-timenetwork
measurementsfrom their servers to clients. Sincewe
canonly probefrom alimited setof locations,suchmet-
rics are inconclusive. Topology-orientedmetricshave
the advantageof beingnon-invasive, sincethey do not
incur any network overhead.However, they cannottake
network congestioninto account.

As we explain in thefollowing section,theapplicability
of eachmetric dependson the densityof CDN server
placement. The denserthe placement,the more �ne-

4Only 7,894of all associationscan be reachedfrom both probe
sites2 and3.

Table9: Comparisonof four proximity metrics

Proximitymetric Evaluation

AS clustering 78%in thesamecluster
Network clustering 23%in thesamecluster
Traceroutedivergence 16%: TD=1, 32%: TD=2
(TD) medianTD=4, meanTD =5.7
(probesite2) 65%: disj ointP athLen

� commonP athLen
RTT correlation 71%: t2

d < t3
d ) t2

c < t3
c

(probesites2, 3) 62%: jt2
d � t3

d j � 10ms )
jt2

c � t3
c j � 10ms

a = t2
d � t3

d , b = t2
c � t3

c

corr el(a; b) = 0:13

grainedmetricis needed.

4 Application impact

In thissection,wefocusontheimpactthatclient-LDNS
associationshave on DNS-basedserver selection. We
studythis impactin detail for threeof the largestcom-
mercialCDNs.We anonymizetheCDN namesto prop-
erly re�ect thenatureof this work asa researchvehicle
ratherthanany form of competitive analysis.All three
CDNschosenrely on deploying cachesin multiple net-
works. ISP-basedCDNs deployed by companieslike
AT&T and Qwestare excludedfrom this study, since
their cachesare locatedin one or two ASes. Sincea
client and its LDNS are very likely to be in the same
AS (about69%of HTTP requestsin our study),anISP-
basedCDN caneasilyidentify apeeringlink thatis suit-
able for the AS containingboth of them5. The results
describedbelow arerepresentativeof all thedatawecol-
lectedandremainedstableduringourentirestudy.

Previous work by Johnson,et al. [10] hasshown that
DNS-basedCDNs do not always pick the bestserver
available. Herewe studywhetherthis is partly due to
the inherentlimitations of DNS-basedserver selection.
Theanswerto this largely dependson theproximity be-
tweenclientsandlocal DNS serversandthelocationof
CDN servers.

The proximity evaluationof client-LDNS associations
using the network clusteringmetric indicatesthat, if a
CDN hada server in eachnetwork cluster, about84%
of the selectiondecisionsfor the client populationin
our log couldbesuboptimal. This is becauseour study

5Themain tradeoff hereis fewer peeringlinks traversedin multi-
ISPCDNsversuslesstraf�c betweenaccessandbackboneroutersas
well aslowercostsin single-ISPCDNs.



foundonly 16%of theseclientshave their LDNS in the
samenetwork cluster. For clients with their LDNS in
differentnetwork clusters,the CDN would most likely
resolvetheDNSqueryfrom aclient'sLDNS to theCDN
server in the LDNS's clusterandnot the clusterwhere
theclient resides.In reality, andasweshow below, even
the biggestCDN todaydoesnot have a CDN server in
every network cluster. Thus,it is importantto examine
the impact of DNS-basedredirectionin a commercial
contentdistributionsetting.

We assumethat on averagea CDN server within the
client's AS/network clusteror smallertraceroutediver-
gence(TD) is closerthan one in a different clusteror
largerTD. For clientswith CDN serversin theirclusters,
if a CDN selectsa server not in a client's cluster, this
maybeasuboptimaldecisionin termsof proximity. We
alsoassumethatCDNsattemptto optimizefor proxim-
ity in mostcases.Network bandwidthis lessimportant,
sincethe contentdeliveredby theseCDNs is relatively
small in size.AlthoughCDNsmayalsoincorporatethe
avoidanceof overloadedserversin their serverselection
algorithms,webelievethatourassumptionis reasonable
becauseCDNs today are highly overprovisionedfrom
the perspective of server capacity. Furthermore,we re-
peatedour experimentson separatedatesto avoid any
possibilityof askew dueto a �ash event,andtheresults
werealwayssimilar. Onelimitation in our resultsbelow
is thatwedonotquantifysuboptimalserver selectionin
termsof enduserperformance,norhow closeit is to the
optimalserverselection.

We �rst describeour measurementmethdologythen
useAS/network clusteringandtraceroutedivergenceto
studyhow the proximity betweenclient andLDNS af-
fect DNS-basedserver selectionin three commercial
CDNs.

4.1 Experiment methodology

Weusethefollowing threedatasetsfor ourstudy.

1. Client-LDNS associations.Theseassociationsbe-
tweenclientsandtheir LDNS serversareobtained
from ourmeasurementstudy.

2. LDNS-CDN server associations. For a given
CDN, theseassociationsmapLDNS servers from
the �rst dataset to the CDN servers selectedby
theCDN whenresolvingaqueryfrom theseLDNS
servers.

3. Available CDN servers. This datasetrepresentsa
list of CDN serversavailablein agivenCDN.

In the �rst dataset,we sampled42,991LDNS servers
from our measurementstudy. We obtainedthe second
datasetby sendingDNS queriesto these42,991LDNS
serversusingthedig commandfor a domainnameof a
Web site that we know is a customerof a given CDN.
27,918of theseLDNS servers do not useaccesscon-
trol andhenceansweredthequeriesfrom our machines,
as if thesemachinesweretheir clients. To answerour
queries,theseLDNSs recursively resolved our queries
with the CDN in question. The server selectedby the
CDN for this DNS queryis exactly thesameserver that
would be usedby any real client associatedwith this
LDNS, asif thatclientandnotourmachineinitiatedthe
DNSquery.6

Thethird datasetwasobtainedin a similar way, except
we addeda largenumberof additionalLDNS serversto
the 27,918LDNS servers above, for a total of 41,754
differentlocal DNS servers.This is to increasethelike-
lihood of �nding all CDN serversof a particularCDN
for a givendomain.Theextensive list of geographically
distributedLDNSserverswasobtainedfromDNSserver
logs for a largeWebsite. Thesetof serversto which a
given CDN resolved queriesfrom theseLDNSs repre-
sentsthe servers available in this CDN at the time of
theexperiment.We obtainedour secondandthird data
setsat aroundthesametime eachday to �nd thesetof
serversavailableto a CDN at the time it performedits
serverselectionin thesecondexperiment.

Note that our set of available servers is conservative,
sincewe might not have discoveredall availableCDN
servers. However, if a CDN performsa suboptimal
server selectionamonga subsetof all availableservers,
its server selectionwill remainsuboptimalfor a larger
set: suboptimalmeansthat we alreadyfound a closer
server to theclient thantheoneselectedby theCDN. A
supersetof thelist of serverswouldsuffer from thesame
suboptimalassignment.

Many CDNs claim a much larger numberof caches.
However, CDNs do not utilize all servers for all Web
sitesandmany of their locationsmay containmultiple
caches.The statisticswe gatheredare for a particular
domainservedby aCDN.For example,whenexamining
multiple different domainnamesserved by the largest
CDN in our study, we found multiple CDN IP address
setsof approximatelyequalsizewhichonly partlyover-
lapped.Eachuniqueserver IP addresswe discover may
alsoaccountfor multipleservers.

6Note, for fault-tolerance,mostCDN DNS serversusuallyreturn
multiple IP addresses.In this case,we pick the�rst one,sinceclients
alsotypically choosethe�rst IP address.



Table 10: CDN cacheservers for a particulardomain
name

# of AS # of network # of CDN
CDN clusters clusters serversIPs

with servers with servers

CDN X 622 740 1,567
CDN Y 120 152 195
CDN Z 60 79 154

Table11: The evaluationof server selectionaccording
to AS clustering

CDN CDN X CDN Y CDN Z

Clientsw/ CDN 1,679,515 1,215,372 618,897
server in cluster
Veri�able clients 1,324,022 961,382 516,969
Misdirectedclients 809,683 752,822 434,905
(% veri�able clients) (60%) (77%) (82%)
(% clustersoccupied) (92%) (94%) (94%)
MC w/ LDNS
not in client's cluster 443,394 354,928 262,713
(% misdirected
clients) (55%) (47%) (60%)

Table10 shows the statisticsof the CDN server IP ad-
dressesof the threeCDNs studiedfor a singledomain
nameobtainedon August7, 2001.Thesenumberswere
fairly stableduring the courseof our study. All three
CDNsexaminedappearto redirectclient requestsby us-
ing DNS, althoughthey may differ in thedetailsof the
algorithms. This table lists the total numberof CDN
serversdiscoveredandthe numberof AS andnetwork
clusterstheseCDN serversrepresent.Thedatain Table
10con�rm ourconjecturethatCDNstodaycoveronly a
smallnumberof all availablenetwork clustersfor a sin-
gle domainthey serve. While theoverall list of LDNSs
usedfor generatingthe third dataset represents5,788
AS and 21,786network clusters,the discoveredCDN
serversrepresentonly a small fractionof these,even in
thecaseof thelargestCDN in ourstudy.

With the threedatasetsabove, we evaluatethe quality
of server selectionby theseCDNs by examiningwhat
percentageof clientsareactuallyredirectedto serversin
their own cluster, amongthoseclientsthathave at least
oneserver in their cluster.

Table12: The evaluationof server selectionaccording
to network clustering

CDN CDN X CDN Y CDN Z

Clientsw/ CDN 264,743 156,507 103,448
server in cluster
Veri�able clients 221,440 132,567 90,264
Misdirectedclients 154,198 125,449 87,486
(% veri�able clients) (68%) (94%) (96%)
(% clustersoccupied) (77%) (82%) (93%)
MC w/ LDNS
not in client's cluster 145,276 116,073 84,737
(% misdirectedclients) (94%) (93%) (97%)

4.2 Results of DNS-basedserver selection in
commercial CDNs

Tables11and12show theresultsof ourserverselection
evaluationusing AS and network clustering. We col-
lected3,234,449distinctclient IP addressesin our logs.
The�rst row of thetablecontainsthenumberof clients
with CDN servers in their clustersfor the considered
CDNs. Dependingon the server densityof eachCDN,
the numberof clientswith servers in their AS clusters
rangesfrom 19% to 52% of the total clientsin the log.
This fractionis anorderof magnitudelower in thecon-
text of network clusters.Thus,accordingto eithermet-
ric, mostclientswill haveto beservedby remoteservers.
But amoreinterestingquestionis how many clientsthat
couldhavebeenservedby localserversarein realitydi-
rectedto remoteones.

To answerthis question,we concentrateon clientswith
servers in their clustersand considerthe LDNS-CDN
serverassociationsfor theseclientsfrom theseconddata
set. Unfortunately, not all of theseLDNS servers re-
spondto DNS queriesfrom our machines.The second
row of the tablesgives the numberof clients, among
thosewith CDN serversin their clusters,whoseLDNS
serversrespondedto our queries.We call theseclients
veri�able becausewecould�nd outwhichCDN servers
a CDN would redirecttheseclients to. The third row
shows the numberof clientsthat a CDN directedto an
externalCDN server (one that wasoutsidethe client's
cluster),whentherewasanavailableCDN serverwithin
that cluster. We refer to such clients as misdirected
clients(MC) basedon theassumptionthatCDN servers
within theclusterarecloserthanexternalones,although
we acceptthat other factorsthan proximity may have
affectedtheassignment.We seea largenumberof mis-
directedclientsaccordingto bothproximity metrics.To
con�rm thatthesemisdirectedclientsarenot dueto any



anomalyof clientsbelongingto a smallnumberof clus-
ters, we also show in the third row the percentageof
clustersoccupiedby theseclients relative to the total
numberof clustersof veri�ed clients. The clusterper-
centagevaluesareat leastasbig astheclientpercentage
values.Thismeansthatthemisdirectedclientsarefairly
spreadout in thenumberof clustersthey occupy.

We conjecturethat thereasonthattheseclientsaremis-
directedis thattheirLDNS serversaretopologicallydis-
tant from theseclients. CDNs selecta server closeto
the LDNS servers. The serversselectedmay therefore
be suboptimalfrom the client's perspective. The last
row of the tablesshows misdirectedclients with their
LDNS outside their clusters. This row indicatesthe
numberof clients that inherentlycannotbe directedto
the most proximal server using a DNS-basedmecha-
nism. According to Table 11, for AS clustering,they
representonly half of misdirectedclients.To understand
why CDNschoosea CDN server in a differentAS than
the onecontainingthe client and its LDNS server, we
sampleda dozenof theseclients using traceroute fol-
lowed by DNS nameresolutionof the last-hoprouter
IP addressto estimatethe geographiclocations7 of the
client,CDN serversin theclient'sAS,andselectedCDN
serversin a differentAS. We found that in mostcases,
the selectedCDN serversby CDNs aregeographically
closerto the client thanCDN servers in the sameAS.
Assumingpeeringlinks betweentheclient's AS andthe
selectedCDN server's AS arenot congested,redirect-
ing to a nearbyCDN server in a differentAS maybea
betterdecisionthanredirectingto a distantCDN server
in thesameAS. Thisobservationalsocon�rms our �nd-
ing thatAS clusteringis averycoarse-grainedmetricfor
evaluatingproximity.

For network clustering,thelastrow of Table12indicates
that an overwhelminglymajority of misdirectedclients
have their LDNS serversin a differentnetwork cluster.
This con�rms our hypothesisthat suchmisdirectionis
dueto thefactthatclientsandtheirLDNS serversareof-
tennotproximal. It alsoshowstheusefulnessof network
clusteringbecauseit is a �ne-grained metric for eval-
uatingproximity. We emphasizethat we do not know
the exact server selectionpolicy usedby a commercial
CDN, so we cannotfully evaluatethe effectivenessof
its server selectiondecisions.However, giventhat there
is suchastrongcorrelationbetweenmisdirectionandan
LDNSbeingin adifferentcluster, wecaninfer thatwhen
theLDNS andclient do not belongto thesamenetwork
cluster, this limits theaccuracy of server selection.

7In many cases,the router's DNS namehasan indicationof the
geographiclocation[14].

Table13: The evaluationof server selectionaccording
to traceroutedivergence(TD) from probesite3

CDN CDN X CDN Z

Client-LDNSpairsexamined 2,105 2,171
Clientswith CDN serversat smaller 1,606 1,724
TD thanonesredirectedto (76%) (79%)
MedianTD of CDN servers 11 13
clientsredirectedto
MedianTD of closestCDN 5 9
serversto clients
MedianTD improvement 6 4

Table13 shows theevaluationof DNS-basedserver se-
lectionsaccordingto the traceroutedivergencemetric.8

Weperformedtraceroutefromprobesite3 toasampleof
client andlocal DNS serversfrom thelog andtheCDN
cacheserversfrom thethird dataset.Thesampleis cho-
senby randomlyselectingone client-LDNS pair from
the top 1200client clustersgeneratingthe mostHTTP
requests.We found over 70% of the clients to be di-
rectedto a CDN server thatis moredistantthananother
availableCDN server. SelectingtheclosestCDN server
wouldhavereducedtraceroutedivergenceby asmuchas
19hopsfor someclients.

Overall, we concludethat, amongthe clientswe could
verify, knowing theclient'sIP addresswouldallow more
accurateserver selectionsin a large numberof cases
(443,394for CDN X). Thelastrow of Tables11 and12
alsoindicatethenumberof improvedCDN serverselec-
tions if theclient's IP addresswereknown to theCDN.
Relative to the total numberof clients, in the caseof
CDN X, this representsa smallpercentage:speci�cally
14% (443,394out of 3,234,449).In general,the num-
berof misdirectedclientsdependson theserver density,
placement,andselectionalgorithms.

5 Relatedwork

Our work is motivated by a relatedeffort by Shaikh,
et al. [15] examining the effectivenessof DNS-based
server selection. They developed a method of �nd-
ing client-LDNSassociationsusingtime correlationsof
DNS and HTTP requestsfrom DNS and Web server
logs. However, asthey have noted,theassociationsob-
tainedusingtheir methodareinherentlyinaccuratedue
to clockskews,clientDNScaching,andmishandlingof
TTLs. To resolveambiguities,they usedheuristicsbased

8We wereunableto includeCDN Y in the tracerouteexperiment,
sincemostof its CDN serversareunreachableusingtraceroute.



on AS numbersand domainnamesto decidewhether
a client and a nameserver did in fact belongtogether.
Thisheuristicremovedmiscon�guredclient-nameserver
pairsanddid not assurethecorrectnessof associations.
They alsoobtaineda setof 1090client-LDNS associa-
tionsfrom accountswith 9 commercialISPsto studythe
proximity correlations.

In comparison,our methodprovides accurateassocia-
tionseliminatingany needfor validation. Furthermore,
our studyhasmore than4.2 million associations,con-
sistingof clientsfrom a diversesetof ISPs,far exceed-
ing their datasetof 1090associations.

Morerecently, Bestavros,etal. [4] havealsodevelopeda
methodfor �nding client-LDNSassociationsby assign-
ing multiple IP addressesto a Web server andcorrelat-
ing DNS lookupswith client IPsbasedon theserver IP
used. This methodis slow in discovering client-LDNS
pairsdueto the limited numberof IP addressesa Web
servercanhave. In addition,theirmethodis complicated
to implement,requiringreassignmentof server IPs and
modi�cation of theWebserver.

Comparedto bothworks, thedistinguishingfeaturesof
our measurementmethodologyareef�ciency, nonintru-
siveness,andaccuracy. This allowedusto collectmore
extensive data,which we usedto evaluatetheeffective-
nessof DNS-basedserverselectionsusingfour different
proximity metrics in several real-world CDN settings.
To ourknowledge,wearethe�rst to conductsuchanex-
haustive proximity evaluationbetweenclientsandtheir
local DNS serversusingsucha representative dataset.
We arealsonot awareof otherwork in examining the
impactthattheproximity betweenthelocal DNS server
andtheclienthasonDNSbasedserverselectionin com-
mercialCDNs.

Therehasbeena recenteffort within the IETF to cat-
egorize different mechanismsfor request routing in
CDNs[3]. DNS-basedredirectionis oneof thosemech-
anisms,andour methodologymayprove usefulin eval-
uatingtheeffectivenessof this techniquein thatcontext.

6 Futur ework

Therearethreeareasof futurework we plan to pursue.
First,weplanto studythehiddenloadfactorsdueto dif-
fering amountsof HTTP load correspondingto a DNS
nameresolutionrequestfrom anLDNS server. With the
helpof a busyWebsite,we will beableto gatherstatis-
tics on thenumberof HTTP requestsandclientsbehind
eachLDNS server. Identifying LDNS serversresulting

in largenumbersof HTTPrequestsis essentialfor proac-
tive loadbalancingand�ash crowd protection.

Second,we plan to improve existing DNS-basedserver
selectionalgorithmsby consideringthe propertiesof
known client-LDNS associationsfor an LDNS that re-
questsa server nameresolution.The following charac-
teristicsof the associationscan be explored basedon
data collectedusing our methodology: known client
proximity to the LDNS, known client distribution, and
hiddenloadfactor.

Given a nameresolutionrequestfrom an LDNS, if the
known client proximity to the LDNS is good, then a
CDN servercloseto theLDNS wouldalsobecloseto its
clients.If theproximity correlationis low, known client
distribution andclient clusterrequestpatternswould be
considered.If themajorityof HTTPrequestsbelongto a
singlenetwork cluster, �nding a CDN server closeto or
within thatnetwork clusterwouldalsobecloseto clients
issuinga majorityof requests.Along with thesefactors,
thehiddenloadfactorof theLDNS is alsoconsideredto
selectlightly loadedCDN serversfor an LDNS with a
largehiddenload factor. If theproximity correlationis
low betweenLDNS andits clients,thenserver selection
is optimizedusingothermetricssuchasserver load.

Finally, wewouldliketo applytheresultsof thiswork to
improving contentdistribution internetworking (CDI),
whichrefersto theinteroperationamongmultipleCDNs
for additional �e xibility . A prototypeof CDI, called
CDN Brokering [6], usesa DNS-basedbrokeringmech-
anismto forward requestsamongDNS servers of the
interoperatingCDNs. As a third areaof future work,
we plan to improve CDN brokering algorithmsby us-
ing hiddenload factorsandclient-LDNS proximity in-
formation. The client-LDNS proximity �ndings in our
work justify DNS-basedbrokering, becausethe major-
ity of theclientsandtheirLDNS belongto thesameAS.

7 Conclusion

In this paper, we proposea novel techniquefor �nding
client andlocal DNS server associationsandpotentially
hiddenload factorsin a fast, non-intrusive, and accu-
ratemanner. Basedon theresults,we evaluatetheprox-
imity betweenclientsand their LDNS using four met-
rics: AS clustering,network clustering,traceroutediver-
gence,andround-triptimecorrelation.

We evaluatethe potentialeffectivenessof DNS-based
server selectionin CDNs basedon thesemetrics. We
conclude that DNS is good for very coarse-grained



serverselection,since64%of theassociationsbelongto
thesameAS. DNS is lessusefulfor �ner -grainedserver
selection,sinceonly 16%of clientsuseaDNSserver in
thesamenetwork-awarecluster. Thesevaluescanbeim-
provedto 88%and66%respectively, if clientsarecon-
�gured to usea closerlocal DNS server. Sincecurrent
CDNs arenot presentin many network-awareclusters,
we concludethat althoughDNS-basedserver selection
hasinherentlimitationsdueto potentiallypoorproxim-
ity correlationbetweenaclientandits LDNS, theimpact
is smalldueto thesparsedistributionof CDN serversin
today's CDNs.

At leastoneCDN hasstatedagoalof ultimatelyplacing
CDNserversin everyedgenetwork. Thehighfractionof
clientsusingLDNS servers in differentnetwork-aware
clusterssuggeststhatCDNsmaybeunableto useDNS
requestroutingfor such�ne-grainedserverselectionun-
lessDNSitself scalesto provideeachedgenetwork with
a local DNS server thatcommunicatesdirectly with the
Internet.Thus,from aneconomicperspective,dueto the
inherentlimited precisionof DNS-basedserver selec-
tion, it is lessbene�cial to have so many CDN servers
that the performanceto two nearbyservers is indistin-
guishable.

In addition to the proximity evaluation and the novel
measurementmethodology, our work alsoprovidestwo
additionalcontributionsin improving DNS-basedCDNs
in general. From our observation, client-LDNS asso-
ciationsare fairly static. Thus, CDNs can build up a
databaseof suchassociationsto infer thegeographiclo-
cation of clients associatedwith an LDNS IP address
to improve server selection.Furthermore,basedon the
URL-rewriting techniquein our measurementmethod-
ology, CDNs can completelyeliminate the originator
problem by embeddingthe client IP addressesin the
URLs of theWebpages,whena client initially requests
thebasepage.
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